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In this essay series, Facial Recognition Governance, McGill’s
explores the policy, legal and ethical issues of facial
recognition technologies faced on a global scale.

Facial recognition technology has expanded into various domains of public life
including surveillance, policing, education, and employment, despite known risks
ranging from identity-based discrimination and data privacy infringements to
opaque decision-making. While policymakers around the world have proposed law
and regulation of biometric technology, the governance landscape remains deeply
divided across jurisdictions. This project evaluates the challenges posed by the
adoption of facial recognition into high-stakes public contexts in order to inform
the coordination and reform of global policies and to safeguard the publics on
which this technology is used.
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This essay highlights the Clearview Al scandal, as well as the push for a
moratorium on FRT in Canada. We describe Canada’s legal and government
contracting systems as vulnerable systems that can bring harm to
vulnerable populations. We then examine key weaknesses that exist in our
privacy law and procurement practices with respect to law enforcement’s
use of FRT and conclude with ways forward.
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It was only in January 2020 that the public learned that law enforcement was
using facial recognition technology provided by Clearview Al". Canadians
learned that over 30 police departments in Canada had used free trials of
Clearview Al’s software without public knowledge“. By that time, Canadian
police had already run 3,400 searches across 150 accounts”. Privacy
commissioners across the country also took notice in February, beginning
an investigation into Clearview Al for using Canadians’ personal information
without consent™. It is unknown exactly which Canadian police departments
used Clearview Al. No government agency or department has published this
list. By February 2021, four privacy commissioners across Canada ruled that
Clearview Al continues to engage in “mass surveillance” by scraping photos of
people residing in Canada and refusing to delete images they have collected”.

Founded in 2017, Clearview Al claims to be a “web search for faces.”” The
company has surreptitiously amassed a collection for their database of more
than three billion public images from the open web. Clearview AI’s software

is used by the company’s clients, the majority of which are governments and
private companies all over the world’. The images are scraped from public
accounts on websites like social media platforms®. The company culls images
from websites and social media sites with little regard for applicable laws,
without the permission of the websites from which they scrape and without the
consent of those in the images”.
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FRT is used to identify
faces in digital images
or videos™”. The
technology was borne
out of “computer vision”,
a field of study seeking
to replicate the human
process of observing
patterns in images
and videos . Similar
“recognition” technology
can be used for fingerprints, genetic material, heartbeats and many other types
of biometric or bodily data*“. FRT can be deployed in real-time, allowing for
instantaneous identification. Police forces have already had access to such
technology for several years with inadequate transparency and accountability.
There are multiple, overlapping challenges in public procurement practices that
allow companies like Clearview Al to operate without publicly tracking their
deployments.

The Clearview Al scandal highlights how tech companies take advantage of
weak privacy and procurement requirements in Canada to increase capital and
power through the pretext of law enforcement protection and safety. This is

just one example of how public investments are used by government to support
the innovation economy with Al technologies™~. In this essay, we demonstrate
that the Clearview Al scandal reveals major existing ‘vulnerabilities’ in

Canada’s privacy law and public sector tech procurement practices. We draw

on the analytic framework of sociotechnical security, which identifies flaws in
social systems that are entangled with technological systems, with the goal of
protecting specific communities from the harm enabled by these flaws™". We
identify two primary vulnerabilities when it comes to facial recognition software:
(i) The omission of biometric information is a weakness in Canada’s privacy law
that prizes organizational efficiency over the protection of dignity, and (ii) tech
companies such as Clearview Al could easily take advantage of transparency
requirements (or lack thereof) when public bodies in Canada enter into contracts
with private companies.

FRT is significant because it automates and speeds up a human process that
would otherwise take an immense amount of time.
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Figure 1. How it works: facial recognition technology. Facial

Recognition Technology Policy Roundtable: What We Heard

What’s the benefit of software like FRT that replicates human decision-making?
A stock phrase that has emerged in the data analytics industry involves the
“three Vs” of big data". Volume, velocity, and variety are routinely touted as
the value added by data analysis software like FRT’. FRT like Clearview AI’s
software can analyze a significant amount of data (volume), categorize it as

needed (variety), and do so at immense speeds (velocity).

FRT also has significant costs. Experts in Canada have identified the following
key harms associated with the use of facial recognition software

+ Lack of human autonomy over decisions;

« Lack of transparency for reasons behind certain results;

» Inaccuracy (e.g., false negatives);

« Discrimination; and

» Risk of unauthorized sensitive data access and manipulation.
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FRT perpetuates the subjective biases and values of the people who design and
develop these systems, as well as the data used to train them™". As the computer
science adage goes: garbage in, garbage out

There is mounting evidence that FRT is discriminatory towards Black,
Indigenous, people of colour (BIPOC) and trans people. For example, Joy
Buolamwini and Timnit Gebru’s seminal research found IBM’s, Microsoft’s, and
Face++ Al’s software to have racial and gender bias, where “darker-skinned
females are the most misclassified group (with error rates of up to 34.7%). In
contrast, the maximum error rate for lighter-skinned males is 0.8%“".” The
research also found that 189 facial recognition algorithms were 10 to 100 times
more likely to inaccurately identify Black and East Asian people“. Buolamwini’s
research on another Al (artificial intelligence) system, Amazon Rekognition,
shows similar patterns in race and gender bias: 100% accuracy on lighter males
and 68.6% accuracy on darker females

It is important to note that “there are other marginalized groups or cases to
consider who may be being ignored. For instance, dysfunction in facial analysis
systems locked out transgender Uber drivers from being able to access their
accounts [in order] to begin work~".” In light of these harms, Luke Stark calls
facial recognition the ‘plutonium of AI': “it’s dangerous, racializing, and has
few legitimate uses; facial recognition needs regulation and control on par with

”

nuclear waste

When FRT is used in real-time, such harms can occur even faster. An example of
real-time or “live” FRT involves disturbing results that came out of a study from
2020. Administrators at UCLA (University of California, Los Angeles) proposed

a program that would use live FRT on their campus CCTV cameras“”. The digital
rights non-profit Fight for the Future stepped in to support students’ efforts
against the program“’. To support this effort, Fight for the Future ran a test using
Amazon Rekognition to compare more than 400 photos of the school’s faculty
members and athletes to a mugshot database. The software falsely matched only
58 of the photos with images from the database with “100% confidence.” The
vast majority of the incorrectly matched photos depicted people of colour<®. UCLA
ultimately abandoned their plan to use FRT on campus®’. This example highlights
that when organizations implement FRT, they systematize deeply-held biases to
the detriment of marginalized groups and can do so at alarming speed
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2. Facial Recognition and
Law Enforcement

The underlying question to ask when it comes to FRT is this: “Do we want to live in
a society where, when we walk on the street, we are essentially part of a perpetual

police line-up?**”

Facial recognition is not new in Canada. Government bodies like the Royal
Canadian Mounted Police (RCMP) have been using it for the last 18 years®?.

The RCMP, Canada’s national police force, is unique in the world as a combined
international, federal, provincial and municipal policing body**. FRT has also
been used in the province of Ontario and in cities like Calgary, Edmonton, Ottawa
and Toronto®*. The Toronto Police Service relied on FRT to identify three men
accused of murder, all of whom were sentenced to life in prison in March 2020°°.

Out of the law enforcement agencies that trialled Clearview AI’s software

in Canada, 50% of them were in Ontario. By July 2020, Canadian privacy
commissioners conducted an investigation and stated that Clearview Al was no
longer providing its services to the RCMP as a result of their inquiry>°. The Office
of the Privacy Commissioner (OPC) publicly announced that Clearview Al would
“cease offering its facial recognition services in Canada®’.” OPC’s statement
declared the “indefinite suspension” of Clearview AI's contract with the RCMP,

which was apparently Clearview Al's last remaining Canadian client®®.
Despite the fact that the RCMP and all other law enforcement agencies in the country

have ostensibly stopped using Clearview AI’s product, the first and only testimony
on Clearview AI's page comes from a Canadian law enforcement agent (see Figure 2).
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FRT, biometrics, and Al are nebulous terms that further obfuscate how to search
for them on public record, especially details around classification and terminology
used for the technology itself.

"Clearview Al is hands-down the best thing that has
happened to victim identification in the last 10 years.
Within a week and a half of using Clearview Al, [we]
made eight identifications of either victims or
offenders through the use of this new tool."

Detective Constable in the Sex Crimes Unit
Canadian Law Enforcement

"Clearview Al is hands-down the best thing that has
happened to victim identification in the last 10 years.
Within a week and a half of using Clearview Al, [we]
made eight identifications of either victims or
offenders through the use of this new tool.

Detective in the Sex Crimes Unit
Law Enforcement

Figure 2. Screenshots of Clearview AI website only testimony from

September 17, 2020 (above) and October 6, 2020 (below). Notice that the
company removed “Constable” and “Canadian” in the updated version. This
most likely a quote from someone at the RCMP — the only law enforcement

agency in Canada to have signed a contract with Clearview AI.




Clearview Al provides a window into much larger conversations happening

in Canada and the US. Amnesty International then published a letter in July

2020 signed by 77 privacy, human rights and civil liberties advocates, calling

for the immediate ban on FRT for Canada’s law enforcement and intelligence
agencies”’. Beyond law enforcement, “the problem of large-scale surveillance-
data collection and the deployment of Al-based facial-recognition technology
will only get more challenging as more of our public spaces become governed by
private companies™.” To this extent, Open Media, a Canadian digital rights non-
profit, launched the “Stop Clearview Al's Facial Recognition” campaign to provide
support for individuals to retrieve data about them from Clearview Al

The harms associated with the use of FRT by law enforcement are so significant
that cities across the US have banned their police forces from using the technology.
City governments that banned FRT include Portland (Maine), Portland (Oregon),
San Francisco and Oakland™“. In June 2020, lawmakers in the US proposed a bill
to ban the use of FRT by federal law enforcement™”. Even Big Tech seems to agree
that there is imminent need for better regulation over the use of this technology.
When George Floyd was tragically murdered in May 2020™", IBM, Amazon,

and Microsoft released public statements in June 2020 stating that they would
temporarily cease providing their FRT software to police departments until the

US federal government enacted law to protect people’s fundamental freedoms

and rights to privacy””. The UK Court of Appeal rendered a landmark decision in
August 2020, holding that the use of FRT by police breaches data protection as well
as both equality and privacy laws

In contrast, Canada’s current approach to regulating the harms of FRT is laissez-
faire, involving few enforceable requirements for privacy rights in biometric
information or transparent procurement processes of technology for law
enforcement. This approach renders Canada’s privacy law and procurement
systems vulnerable in ways we describe below.
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3. Canada’s Vulnerable
Legal Regimes

3.1 Gaps in Canadian Privacy Law

“Privacy is about power. It is about how law allocates power over information®’.”

Privacy law in Canada, as it does elsewhere around the world, “determines who
ought to be able to access, use, and alter information®®.” Laws that protect privacy
are one of main tools in North America to protect human dignity, personal
integrity, as well as control and autonomy over one’s information and body*”.

Yet Canadian privacy law fails to protect biometric information, including facial
patterns and images. This legal gap puts us at greater risk of surveillance by law
enforcement as well as violations of our fundamental rights protected under the

Charter of Rights and Freedoms™°.

Canada’s privacy law is regulated at the federal and provincial levels, and is
generally split into the public and private sectors. At the federal level, the Privacy
Actdictates how federal government institutions — such as the RCMP — collect,
use, and disclose personal information®*. The Privacy Act, enacted in 1983,
provides a right to access to this information as well as the right to correct this
information. The law also established the Office of the Privacy Commissioner
(OPC) of Canada®?, which acts as an oversight body for the Privacy Act.

The OPC also provides oversight for Canada’s federal private sector privacy

law enacted in 2000, the Personal Information Protection and Electronic
Documents Act (PIPEDA)"*. PIPEDA provides guidelines on the collection, use,
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and disclosure of personal information for private organizations in the course of
for-profit, commercial activities across Canada””. PIPEDA applies for all personal
information that crosses provincial or national borders, and does not apply to
organizations that operate entirely within Alberta, British Columbia, or Quebec.
These three provinces have private-sector privacy laws that have been deemed
substantially similar to PIPEDA

The Canadian federal government began long-awaited concrete efforts to overhaul
PIPEDA through the proposal of C-11 in November 2020°°. The Department of
Justice also began a public consultation on the Privacy Actin the same month,
with submissions due in early 2021°’. A discussion paper released with the public
consultation launch stated that the “Government is not currently considering
specifying categories of personal information to which special rules would apply
(such as “sensitive” personal information or information relating to minors),

”

though some other jurisdictions do so

Yet data protection laws such as the EU’s General Data Protection Regulation
(GDPR)”’, the UK’s Data Protection Act®” and California’s Consumer Protection
Privacy Act” all acknowledge the existence of biometric information. The
GDPR requires EU member states to presumptively prohibit the processing of
special category data such as biometric information for the purpose of uniquely
identifying a person”“. In our scan of privacy law at all levels of Canadian
government and in both the public and private sectors, we identified only

two pieces of privacy legislation that account for the existence of biometric
information””. Only the provincial governments of Alberta and Prince Edward
Island acknowledge biometric information in privacy law that applies to
government but not industry. Quebec is the only province that requires both
government and industry to disclose when they “create” a database of biometric
information®”. Canadian privacy law therefore fails to protect biometric
information as it occurs elsewhere around the world.

All levels of government in Canada are putting at risk the privacy and security

of people’s information. Canadian government bodies are failing to adequately
account for (and therefore adequately protect) information such as our facial
patterns. Fundamental freedoms like privacy are never wholly absolute.
Governments must strike a balance between the dignitary interest in privacy and
the necessity of public safety. It is therefore critical to provide explicit regulation
for the object of protection — in this case biometric information — serving as a
fault line over these dividing interests.
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There are two primary ways for law enforcement to process Canadians’ facial
information through FRT: 1) Law enforcement agencies can procure software or
services from a third party (e.g. Toronto and Calgary of NEC’s mugshot database””)
and; 2) law enforcement agencies and their employees can access FRT databases
used by other government bodies.

The collection, use, and processing of data by law enforcement is of critical
importance. In contrast to Canada, legislators in the EU have enacted a separate,
detailed piece of legislation, the Data Protection Law Enforcement Directive

An addition to the GDPR, the Directive limits when law enforcement agencies can
process biometric data. The Directive states that law enforcement can process
biometric data for identification purposes only when doing so is necessary

and appropriately safeguards privacy rights, in addition to at least one other
procedural condition from a list of options

On the other hand, Canada’s

privacy law for federal public

bodies makes no mention

of biometric information;

in fact, legislators have

actively decided against

acknowledging its existence

as mentioned above”. The

Privacy Act simply allows

these bodies to disclose our

personal information in a

vast array of situations —

including to the RCMP, so

long as it provides a written request that merely specifies the request is for law
enforcement purposes and describes the information sought””. Ontario’s public
sector privacy law provides an even more laissez-faire approach: law enforcement
is simply granted the ability to access and use information collected by another
public body, without any mention of a requirement to provide a written request

In short, the bar in Canada is extremely low for law enforcement to access and use
our personal data, and by extension, our biometric data.
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When we compare Canada’s privacy laws to the more robust protection provided
by laws like the GDPR, it is clear that privacy law in Canada neither explicitly
allows nor prohibitslaw enforcement agencies from processing biometric
information. It is difficult to find any provision in Canadian privacy law that
explicitly and unequivocally allows law enforcement to access, use, or process our
biometric information’". We have not uncovered any law in Canada that prevents
the use by law enforcement of biometric information, such as facial patterns for
identification purposes. Nor is there anything in Canadian law that prevents law
enforcement agencies from procuring facial recognition software.

This regulatory oversight renders our legal system vulnerable. Cumulative
weaknesses in Canada’s legal system can be exploited by law enforcement and
tech companies. We have seen this happen with companies like Clearview Al

By failing to acknowledge that biometric information exists and deserves extra
protection due to its (highly) sensitive nature, this gap in federal and provincial
Canadian privacy regulation currently leaves our legal systems (and this type

of information) susceptible to exploitation. People working at law enforcement
agencies can be lured in by tech companies’ promises of increased organizational
efficiency through collection, analysis and predictions arising from our biometric
information at huge scale.

The risk of harm when it comes to law enforcement’s use of biometric information
and automated decision-making technology cannot be understated. Echoing our
explanation above of the risks posed by facial recognition software, it has long
been understood by Canadian courts that the collection of bodily information
without a person’s consent is a serious violation and invasion of one’s body

and privacy’“. This intrusion is the “ultimate invasion of personal dignity and
privacy’”.” Our bodily and particularly facial data is comprised of inherited,
immutable characteristics that, by virtue of these characteristics, can be the
subject of discrimination’”. When our body is violated, we are deprived of our
dignity, integrity and autonomy as fundamental aspects of the Canadian Charter of
Rights and Freedoms

The Supreme Court of Canada has determined that legislators must work to
prevent intrusions into our private lives by the state before intrusions occur. “If
the privacy of the individual is to be protected,” the Court ruled, “we cannot afford
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to vindicate it only after it has been violated’”.” If the state otherwise decides that
certain invasions of privacy are nonetheless to be tolerated (to achieve another
societal purpose), then “there must be clear rules setting forth the conditions in
which [privacy] can be violated’’.” This is especially true when law enforcement
violates our privacy, because the consequences can involve deprivation of

our freedom and liberty including punishment in prison. In other words, law
enforcement must be made to satisfy certain conditions in Canada before using
our biometric information due to potential for abuse.

Canada’s vulnerable legal system maintains and exacerbates the vulnerability
already experienced by certain communities in Canada. Those who stand to be
the most affected by gaps in Canada’s privacy laws — including people of colour
(particularly Black and Indigenous populations), people in the LGBTQ commnity,
women, religious minorities, etc. — deserve better from the Canadian government,
and a first logical step involves acknowledging the existence in our privacy laws of
biometric information.

The Clearview Al scandal demonstrates the dire need for public sector tech
procurement reform in Canada. There are multiple, overlapping challenges in
tech procurement practices that allow the government to enter into agreements
with companies like Clearview Al without public knowledge. First, there are
jurisdictional inconsistencies in the openness of contracting information and
proactive disclosure policies. Second, many government contracts awarded to
technology firms fall below the minimum amount set for public and proactive
disclosure. And third, free trials that companies give to government agencies and
departments essentially override the procurement process.

Since 2004, public procurement in Canada at the federal level has proactively
disclosed government contracts that are over $10,000. Proactive disclosure
embodies the open government mantra of transparency and accountability in
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government’®. Proactive disclosure extends to Canada’s commitment as a member
of the Open Government Partnership (OGP). The OGP is an initiative established
during the Obama administration, consisting of 78 countries — including national
and local governments with civil society counterparts

Proactive disclosure is managed by the Treasury Board Secretariat of Canada, a
government agency that oversees how public resources (i.e., goods and services)
are allocated in the federal government®”. On top of government tenders, the
public can search for contracts or awards that the government has awarded

to different suppliers. Contracts are searchable by department and amount.
Beyond contracts, standing offer agreements and supply arrangements used by
government departments are also publicly and openly searchable. The publication
of contracts are reported every three months based on contracts awarded by CIC
in the three months prior

There is insufficient proactive

disclosure of public contracts

beyond the federal government.

In the Clearview Al case, the

majority of law enforcement

agencies that used the company’s

software are municipalities based

in the province of Ontario, a

jurisdiction that does not have an

open public procurement registry.

For example, the Government

of Ontario’s enterprise-wide

Vendor of Record Program provides a list of companies that they contract for goods
and services commonly acquired by government ministries®“. At the provincial
level, “the Ontario Public Service Procurement Directive requires ministries to
post contract award notifications for competitive procurement processes valued
at $25,000 or more for goods and $100,000 or more for services®”.” Notices of
opportunities and awards are required above a given threshold for all public
bodies. This obligation comes from local laws, as well as from trade agreements
with the EU and others. However, the accessibility of the information varies. The
Ontario Tenders Portal uses Jaggaer (one of the big providers of tendering portals),
which loads very slowly, but allows for filtering by award value to find non-zero
awards®”. The open data catalogue seems to have a variety of datasets because
procurement is not fully centralized, similar to federal government procurement
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In the case of municipal and provincial jurisdictions across Canada, Clearview
Al was never listed as a vendor to any of the law enforcement agencies because
the company offered free trial versions of their software. Offering free software
trials and selling their services for extremely low prices is an effective strategy
for Clearview Al to attract clients®”. The next effect meant that any person or
organization “could access Clearview Al for as little as $2,000 per year. Most
comparable vendors — whose products are not even as extensive — charged six
figures.” Consequently, Clearview AI's business model evaded Canada’s public
procurement process requirements for nearly all law enforcement agencies that
used their product. In fact, only one agency (the RCMP) entered into a contract
with the company. The rest of the units used free trials. There is no proactive
disclosure when no contracts exist.

Software companies (vendors), like in any field, showcase their products at
conferences®’. In this instance, Clearview Al presented at child exploitation
conferences to advertise the chance to try their software for 30 to 60 days®, all
while expanding their network and creating new connections within governments
all over the world. Of course, Clearview Al still has private clients, yet it chooses to
focus on public clients — especially law enforcement agencies. In Figure 2, we see
an endorsement of the company’s credibility by law enforcement employees

Clearview Al’s business model is effective from a private interest standpoint in that
its use was quick and efficient. Arguably, the company’s added value is the analysis
(i.e., the business intelligence) it collects based on its user base and behaviour.
There were no bureaucratic time restrictions or context-based laws they had to
comply with as no government contract was required. In addition to the free trials
provided by Clearview Al, the software is affordable. The company’s contract with
the RCMP totalled $5,000 — well under the $10,000 government contract proactive
disclosure limit set by the Government of Canada. According to Clearview Al's CEO,
the “ballpark” cost of the Clearview Al software is $2,000/year per officer’”. When
one searches for “Clearview AlI” zero records are found’". In this case, the policies
set forth by open government are insufficient, with the public having no access to
the contract because no contract ever existed.
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Clearview Al is one of many
FRT companies that has
provided services to law
enforcement departments
without the public’s knowledge.
One reason could be that their
contracts are well below the
$10,000 threshold. Even if
the contracts exceed $10,000,
these contracts are not always
published. Some contracts under the RCMP or the National Defence, for example,
are considered to be of national security and therefore remain closed. If the public
had access to that information, much more information could have surfaced from
the Clearview Al case. NEC corporation is a supplier of the Toronto Police Service
(TPS), as well as many other law enforcement agencies across the country
The TPS website publishes tenders but not contract awards””. In a 2019 Public
Meeting, the TPS includes the $451,000 grant awarded to NEC, demonstrating that
transparency is possible

The focus on costs is too limited in scope, as FRT companies are inexpensive

(in the thousands of dollars, not millions). In fact, this is what makes them so
attractive to law enforcement agencies. However, this does not negate the fact that
as taxpayers, we are essentially paying to be surveilled, where companies like
Clearview Al can exploit public sector tech procurement processes. The surveilling
and sorting analysis made possible by Clearview AI's software (and the billions of
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images it stores) is more valuable — and dangerous — than we know.




First they had our fingerprints. Now they have our faces. The case of Clearview Al
reveals long-standing gaps and weaknesses in Canadian privacy law, and opaque
selection practices when it comes to FRT. Tech companies and law enforcement
are taking advantage of weak legal requirements in Canada to increase capital
and power through the pretext of public safety. Law enforcement may serve and
protect, but they also surveil, control, and conceal.

Eventually they could have our voices, gait, veins, heartbeats, signatures and more.
[t is not just law enforcement that wants unfettered access to our highly sensitive
biometric data with the use of FRT. Ruha Benjamin aptly states: “And so it’s not just
police use of it [facial recognition system], but across our institutions: educational,
healthcare. We [also] have to be wary of the idea that these systems are accurate
and neutral, but also of the way that they reinforce racist forms of policing and
surveillance””.” As a result, our findings have implications for all sectors of society
where organizations are increasingly relying on automated decision-making
systems that surveil, sort us into categories and deprive us of the privacy and
freedom from discrimination that we deserve.

In Canada, government agencies and tech companies — of all kinds — can currently
take advantage of the non-existence of biometric information in privacy law and

a lack of transparency requirements for government contracts. Therefore, it is
important for governments to require mandatory privacy impact assessments”®,
as well as algorithmic impact assessments (AIA”’) (e.g., Government of Canada
AIA), with consequences for non-compliance. Governments should also consider
applying legislation like the Directive on Automated Decision-Making”“ across
multiple jurisdictions in Canada

The risks of harm emanating from FRT are significant. The power wielded by
those with techno-utopian ideals can facilitate serious violations of our privacy
by law enforcement and tech companies, as well as the sorting or categorization
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of people resulting in discrimination, alienation and ostracization. Ultimately,
law enforcement’s use of FRT will only sustain and worsen the legacy of mistrust
between the government and the public.

The failure to acknowledge biometric information in privacy law and a lack of
transparency for government contracts allows for exploitation of these gaps in
Canadian policy. But it is Canada’s marginalized communities who will most
acutely experience the harm arising from this exploitation and who deserve
protection, transparency, and accountability.
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