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Introduction

Dear Readers,

Al systems increasingly determine what information reach-

es our screens, structure how we work and learn, and even

play a role in the decision-making that shapes crucial parts of
our lives. Despite this, public understanding of Al is remark-
ably thin: too often, conversations about it are dominated by
technical jargon or inflated by hype, leaving people without
the tools to critically assess Al's promises and risks. This has
profound democratic consequences: it narrows debate, hinders
informed decision-making, and allows powerful actors to steer
the trajectory of Al with little public accountability. These are
some of the concerns that motivated us to create Al Unpacked.

Al Unpacked demystifies the building blocks of Al, like algo-
rithms, data, compute, infrastructure, labour, and the historical
evolution of the field. It explores the social, ethical, and polit-
ical challenges that accompany Al's rapid expansion, from bias,
to disinformation, labour displacement, market concentration,
and mental health impacts. It also introduces readers to emer-
ging approaches to Al governance, including those informed
by Indigenous knowledge systems as well as participatory
models of policymaking that centre public voice and collective
responsibility.

In the sections that follow, we've written and compiled a
series of annotations about foundational topics in Al. You
can think of these as summaries of texts that distill essential
information about Al. Each source is hyperlinked for those who
wish to explore and read further. We begin each section with
an introductory framing, and conclude each one with a series
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of key takeaways. We hope this approach will help you not only
gain an understanding of the fundamental concepts, but also
to situate each one within its context and engage more critical-
ly with Al as a whole.

We invite you to read Al Unpacked with curiosity and a
critical eye. No single text can capture every dimension of a
field as dynamic and contested as Al. Our aim, instead, is to
offer a foundational toolkit to help you ask sharper questions,
recognize what's at stake in current Al debates, and give you
tools to engage critically and constructively with the future
of Al. We also hope this knowledge fosters a greater sense of
agency amongst our readers. Al is increasingly shaping how we
work, learn, communicate, and participate in Canadian soci-
ety. Understanding how these systems function, who designs
them, whose interests they serve, and how they are governed
is an important step to ensure that their development reflects
the public interest rather than the priorities of a select few.

An informed public is better equipped not only to navigate Al
systems thoughtfully in everyday life, but also to participate in
the conversations, institutions, and democratic processes that
will determine how these Al technologies evolve. After all, the
choices societies make about Al today will have profound impli-
cations for the distribution of power, opportunity, and respons-
ibility in the years and decades to come.

Sincerely,

Helen A. Hayes
Fergus Linley-Mota
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ABOUT THE CENTRE FOR MEDIA,
TECHNOLOGY AND DEMOCRACY

The Centre for Media, Technology and
Democracy (MTD) at McGill University is an
interdisciplinary research organization dedi-
cated to ensuring that emerging information
technologies serve the interests of democratic
societies. Purpose-built to tackle the hardest
problems at the intersection of information,
digital technology, and democracy, the Centre
produces critical research, engages in policy
advocacy, and convenes public events that
inform and shape key debates about technol-
ogy in Canada and around the world.

By bridging the gap between scholars, policy-
makers and the public, MTD works to maximize
the benefits and minimize the systemic harms
embedded in digital technologies. To do so, its
focus spans several core portfolios, including
Al Policy, Online Harms Governance, Journal-
ism and Public Media Policy, and Climate and
Technology Policy. Through accessible white
papers, policy briefs, op-eds, podcasts, public
events, and Citizens' Assemblies, the Centre
ensures that its research is both rigorous and
actionable. MTD's work is complemented by its
sister non-profit, Paradigms, which translates
its research into public-facing campaigns and
media productions to drive awareness, build
coalitions, and mobilize democratic resilience.

DoT

Dialogue on Technology Project
SFU Morris J. Wosk Centre for Dialogue

ABOUT THE DIALOGUE ON
TECHNOLOGY PROJECT

The Dialogue on Technology Project (DoT) is
the SFU Morris J. Wosk Centre for Dialogue's
flagship initiative on technology and artificial
intelligence. Drawing on the Centre's deep
expertise in design, facilitation, consensus
building, and conflict engagement, DoT brings
together diverse stakeholders—community
members, researchers, policymakers, industry,
and civil society—to better understand and
shape how Al and related technologies are
transforming our lives and societies.

DoT is organized around the principle that
technology policy shouldn't be decided behind
closed doors or left to industry; it should
reflect real public values, experiences, and
priorities. To that end, DoT's work combines
three mutually reinforcing approaches: public
engagement, multi-stakeholder dialogue,

and knowledge translation. Together, these
streams allow DoT to do something unique

in Canada's digital governance landscape:
place the public at the heart of a diverse and
democratic conversation about decision-mak-
ing on Al and related technologies.
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Algorithms

Algorithms, or sets of coded instructions, are
one of the building blocks of Al. They are the
logic that allows computers to learn from data,
recognize patterns, and make decisions with
limited direct human input. Every scroll, click,
and search you conduct is shaped by algorith-
mic systems that analyze enormous amounts of
data about your online behaviour and compare
it with patterns from millions of other users to
predict what will keep you interested and en-
gaged. This is how your TikTok feed learns your
sense of humour, how Netflix seems to “know"
what show you'll binge next, and how Google
ranks search results.

While algorithms can make platforms feel
personalized, they can also produce unfair or
discriminatory outcomes, and reinforce stereo-
types or exclude certain groups. As algorithms
are increasingly used by tech companies and
governments to make decisions about welfare,
policing, and public services, policymakers
around the world are calling for stronger trans-
parency, human rights safeguards, and public
accountability to ensure these systems serve
everyone fairly.

Algorithms are not

a new tool. Ada
Lovelace (1815-1852;
top left) was the first
mathematician to write
a program (top right).
This was for Charles
Babbage's Analytical
Engine, a proposed
mechanical computer.

Simple instructions
can lead to very
complex results:
Norbert Wiener's moth
“Pallomilla,” from 1949
(top right) had a very
simple algorithm with
feedback loops, which
allowed it to move
autonomously.
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Alamy

Like a distorted optical
image, algorithms
mediate how we see
much of our world.

What Are
Algorithms?

The content you see on your social media feed is not random—it's

The Algorithm carefully curated by Al algorithms that learn your preferences. Every

Literacy Project  time you like a post or enter a query into the search bar, that data is
stored and used to predict what content will appeal most to you. The
more data the algorithms collect, the more personalized the content
becomes, which keeps you engaged and spending more time on these
platforms. By cultivating a wider awareness of these algorithmic
'bubbles’ and how they work, we can begin to lay the foundations for a
healthier relationship with them.

There are several ethical challenges associated with the use of algo-
The Ethics of rithms by social media companies. First, algorithms can produce unfair
Algorithms: or discriminatory outcomes, even when developed using seemingly “ob-
Mapping the

Debate jective" data. Second, algorithms that appear neutral can nonetheless
reshape how we perceive the world. For instance, algorithmic systems
that profile users often reduce them to sets of quantifiable traits—like
perceived ethnicity, for example—making people “processable” for com-
putational systems, while stripping away important social and contextual
nuance. Last, the harms caused by algorithms are often difficult to iden-
tify or attribute. This so-called “black box" problem makes it challenging
to trace where or how harm occurs, who is responsible, and what mech-

anisms might effectively mitigate or prevent such outcomes.
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https://journals.sagepub.com/doi/pdf/10.1177/2053951716679679
https://journals.sagepub.com/doi/pdf/10.1177/2053951716679679
https://journals.sagepub.com/doi/pdf/10.1177/2053951716679679

Katelyn Perry/Unsplash

Recommender
Systems: Where
Academia
Meets Industry

Contesting
Personalized
Recommender
Systems: A
Cross-Country
Analysis of User
Preferences

RECOMMENDATION
SYSTEMS AND
PERSONALIZATION

Recommender systems predict user preferences, and in turn, suggest
content to users, from news articles and Amazon products, to your next
Netflix binge. They do this by analyzing user profiles (e.g. demograph-
ics), characteristics of items (e.g. genres or attributes), and feedback
(e.g. ratings or clicks). Once this data is collected, recommender sys-
tems are capable of modelling intricate patterns within it, allowing for
individualized or personalized outputs for users.

Large social media platforms like YouTube, TikTok, and Instagram have
substantial influence over how content is personalized to users through
their recommender systems. From this, concerns have emerged about
their potential to amplify polarizing or inappropriate content, infringe on
user privacy, and spread mis- or disinformation.
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https://vectorinstitute.ai/recommender-systems-where-academia-meets-industry/
https://vectorinstitute.ai/recommender-systems-where-academia-meets-industry/
https://vectorinstitute.ai/recommender-systems-where-academia-meets-industry/
https://vectorinstitute.ai/recommender-systems-where-academia-meets-industry/
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926
https://www.tandfonline.com/doi/full/10.1080/1369118X.2024.2363926

KEY TAKEAWAYS:
ALGORITHMS

2 1. Algorithms shape what users see online. They filter and curate con-
tent based on the data they have about you, from your clicks to your
search history. This makes your feed highly personalized, but can also
limit your world view.

EXAMPLE: TikTok’s For You Page doesn’t show you random videos.
Instead, over time, its algorithm learns your humour, politics, and in-
terests, and curates videos to suit what it thinks you'll like to watch.

= 2. Algorithms can be biased or unfair. They are built using datasets
which may be outdated, incomplete, and will certainly be biased. In
many cases their inner-workings are opaque. This can result in dis-
criminatory outcomes, which are hard to trace and even harder to
assign responsibility for.
EXAMPLE: A University of Washington study (2024) found that Al-as-
sisted resume screening tools statistically favoured certain identity
groups over others, replicating real-world bias in hiring processes.

2 3. Recommendation systems raise big privacy questions. Person-
alized recommendations can reveal sensitive information about you
(including your religion, medical history, or political leanings) based on
the data algorithms receive from your likes, clicks, and shares. While
personalization feels convenient, it can also leave you vulnerable to
profiling, exploitation, or price discrimination.

EXAMPLE: On social media, liking posts about fitness or nutrition
might lead the platform to infer your body type or health goals. That
information can then be used to target you with ads for weight-loss
or other cosmetic products, even if you never searched for them.
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NASA/Flickr; a-f/Unsplash

Data

Every action we take online leaves behind a trail

of data often referred to as our “digital footprint.”
Each search, scroll, or GPS ping adds to our digital
footprint by generating information about our pref-
erences, habits, and movements. Some of this data

is used by companies and governments to improve
services or target advertising, and a growing portion
is now used to train Al systems, teaching them to rec-
ognize patterns, generate content, and make predic-
tions about human behaviour.

This data collection, especially if done without clear
consent, has raised serious debates over privacy,
fairness and control. Policymakers are now grappling
with how to ensure that data systems are transparent,
limited in scope, and designed with privacy protec-
tions by default.

Many major platforms
gather extensive data
about your online
behaviour to build a
profile of you behind
the scenes. This
process informs what
ads you see, what news
you read, and what
content shows up first
on your feed.
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Cory Doctorow/Flickr; Ashley/Flickr

What Kind of
Information is
Being Collected
About Me
Online?

What Your
Digital Footprint
Reveals and Who
is Watching

DATA
COLLECTION

Data collection refers to the process by which companies and platforms
automatically gather information about you when you go online, wheth-
er you're browsing, shopping, or using an app. This can include details
like your location, search history, device type, and the links or posts you
click on. This collected information is then stored and analyzed to build
a detailed profile of your habits, interests, and preferences. That profile
may be used to personalize advertisements or suggest content, or can
be shared with third parties for marketing and analytics purposes.

Lawmakers are grappling with how to regulate access and sharing:
ensuring privacy protections, closing loopholes that let government
agencies purchase data without warrants, and setting clearer limits on

how sensitive data like health information and location data can be used.

Debates have arisen about how effective policy must balance public
safety with civil liberties, emphasizing transparency, accountability,
and stronger legal safeguards to prevent personal information misuses.
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Young People’s
Attitudes
Towards
Privacy

I don’t get it,
but | accept

it: Exploring
Uninformed
Consent to
Privacy Policies:
A Neutralization
Perspective

Putting Best
Interests of
Young People at
the Forefront
of Privacy

and Access

to Personal
Information

DATA PRIVACY
AND CONSENT

Young people care deeply about online privacy, but understand and navi-
gate it differently than adults. Research shows they prioritize control,
including deciding who sees what they share, distinguishing between
friends and parents, or managing their social visibility. Many younger
users of social media platforms also use creative strategies to protect
their privacy, including maintaining multiple accounts or establishing
informal consent norms within their friend groups.

When you click "accept” on the terms and conditions of a social media
site without actually reading them, you're giving “uninformed consent”
to platforms to collect data about you. This means that you're agreeing
to something without fully understanding the parameters or implica-
tions, including who can access your data, how long it's stored for, or
how it might be used. Most people do this because it feels either harm-
less or unavoidable. But, this often gives social media companies per-
mission to collect, share, or even sell information about you in ways you
might not expect or want. That's why experts are now calling for consent
systems to be clearer, simpler, and fairer, so that users can make real
choices about their data privacy.

Protecting young peoples’ privacy online begins with designing social
media platforms that keep privacy on by default. This means limiting
tracking and providing users with clear options for what information is
collected and shared. In other words, privacy by design means young
people shouldn't have to find or fight for it—it should already be built
into the system.
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https://mediasmarts.ca/digital-media-literacy/digital-issues/privacy/privacy-issues
https://mediasmarts.ca/digital-media-literacy/digital-issues/privacy/privacy-issues
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://doi.org/10.1016/j.cose.2025.104396
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
https://www.priv.gc.ca/en/about-the-opc/what-we-do/provincial-and-territorial-collaboration/joint-resolutions-with-provinces-and-territories/bg_231005_01/
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KEY TAKEAWAYS:
DATA

2 Your data is your digital shadow. Every click, search, or swipe builds
an online profile about you, including your interests, habits, and even
your location. Companies and governments can use this information
to sell ads, track behaviour, or build digital identity systems.

EXAMPLE: If your location services are turned on, Google Maps
remembers where you've been. Instagram tracks which posts you like
or save. This information can reveal details about your daily routines
and relationships—even ones you never shared directly.

= Surveillance is part of platforms’ business models. Platforms don't
just host content, they actually make money by turning your activi-
ty into data that can be tracked, traded, and used. This data can be
exploited for political and commercial gain, and should require clear
collection safeguards.
EXAMPLE: During the Cambridge Analytica scandal, information
from millions of Facebook users was collected to build political
profiles and micro-target voters with tailored ads.

2 Consent shouldn’t be a trap. Most of us click “accept” on privacy
policies without actually reading them, which means we aren't provid-
ing platforms with truly informed consent. Policy experts argue that
privacy should be clear, simple, and protective by default, especially
for young people.

EXAMPLE: Canada’s Privacy Commissioner has advocated for
“privacy by default” on social media platforms. This includes limiting
tracking and regulating manipulative design tactics like hiding loca-
tion settings deep in menus.
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Narrow Al
vs. General
Purpose Al

Artificial intelligence can take many forms, but one
key distinction lies between “narrow” and “general
purpose” systems. Narrow Al is designed to perform
specific, well-defined tasks—like recommending a
song, translating a sentence, or recognizing a face—
all within fixed boundaries. General purpose Al sys-
tems, however, like ChatGPT, are trained on vast data-
sets that allow them to perform a wide range of tasks
without being explicitly programmed for each one.
While this flexibility makes general purpose Al power-
ful, it also comes with risks like bias, the creation and
spread of mis- and disinformation, and privacy flaws.

e
<
&

.‘.Q\“'A

Narrow Al, like Alexa
(left) is designed to
perform well-defined
tasks within fixed
boundaries.

General-purpose Al,
by contrast, can adapt
to tasks across many
domains—making

it powerful but also
raising risks related to
misuse and and mis-
and disinformation.
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What s a
Foundation
Model?

Governing
General
Purpose Al

NARROW Al VS.
GENERAL PURPOSE Al

Foundation models, sometimes referred
to as “general purpose Al," are large-scale
Al systems trained on datasets and com-
puting resources that can be adapted to a
wide range of tasks, from text and image
generation to translation and search.
Unlike narrow Al, which is designed for a
single, specialized function, foundation
models provide the underlying architec-
ture for many different applications. This
makes regulating them both challenging
but crucial: when a foundation model
contains issues or errors, those flaws can
re-appear across any application built on
top of it.

General-purpose Al poses distinct
socio-political risks from narrow Al. Its
dependence on immense computing
power, vast datasets, and specialized ex-
pertise has concentrated its development
within a small number of powerful cor-
porations that are driven by the pursuit
of rapid technological growth. Several
potential risks crosscut general-purpose
Al, including risks from unreliability (i.e.
the generation of stereotypes, misinfor-
mation), misuse (i.e. cybercrime, polit-
ically motivated misuse), and systemic
risks (i.e. the concentration of power,
ideological homogenization).

Al Unpacked: An Accessible Guide to
Engaging Critically with Artificial Intelligence

KEY TAKEAWAY:
NARROW Al VS
GENERAL PURPOSE Al

= There are two main categories of
Al technologies: Narrow and
General-Purpose. Narrow Al
performs specific, well-defined
tasks within fixed parameters,
while general purpose Al is trained
on datasets that enable it to adapt
to a wide range of prompts and
contexts.

EXAMPLE: Voice assistants

like Siri and Alexa, which exe-
cute pre-defined tasks such as
setting reminders or controlling
smart home devices, exemplify
narrow Al. ChatGPT, by con-
trast, is a foundation model that
can summarize text or answer
questions without being explicit-
ly programmed for each task.
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Compute

Every Al system depends on “compute”: the combination of hardware,
software, and infrastructure that gives machines their processing
power. This includes everything from the microchips that perform cal-
culations, to the data centres and energy grids that keep them running.

These systems, often described in intangible terms, like “the cloud,” are
actually physical things, and are built on global mining, manufacturing,
and labour networks that consume enormous amounts of electricity and
natural resources. Because compute is the engine of Al development,
the global demand for it has exploded in recent years, raising policy
questions about market concentration, environmental implications,

and equitable access to the power that supports and sustains Al
technologies.
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Computational
Power and Al

WHAT IS
COMPUTE?

"Compute” refers to computational power: the combination of software,
hardware, and infrastructure that enables machines to perform calcu-
lations. Software provides the programs and instructions that direct a
computer’s operations, hardware is the physical components that carry
them out, and infrastructure comprises the data centres, networks, and
energy systems that support their functioning. Compute is consistently
in high demand as Al technologies continue to scale, evolve, and require
ever greater processing power. As of 2023, tech giants like Google,
Microsoft, and Amazon devoted over 80% of their capital to compute
infrastructure. That's because the computational demands of advanced
Al models require supercomputers that deliver immense processing
power compared to regular computers. This infrastructure is concentrat-
ed within a few corporate-controlled data centres and cloud platforms,
allowing these firms to consolidate economic and political influence,
with associated concerns regarding disparity of compute access for both
public and research institutions, and for actors in the Global South.
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Anatomy of
an Al System

The Staggering
Ecological
Impacts of
Computation
and the Cloud

The Simple
Macroeconomics
of Al

Al'S HIDDEN FOOTPRINT:
INFRASTRUCTURE,
ENERGY, AND LABOUR

Al's hidden footprint unfolds across three extractive dimensions: 1)
planetary resources, 2) human labour, and 3) data. Each of these are
essential to sustaining large-scale Al systems, but are often overlooked
in mainstream discourse. Understanding the physical inputs and labour
necessary for Al to function challenges the notion that it's immaterial or
autonomous.

The Cloud is a network of remote data processing servers. Although

it can sound abstract or invisible, it's actually made up of millions of
physical servers housed in data centres around the world. To function,
the Cloud relies on a huge amount of energy, raw materials, and human
labour. These costs and impacts are the result of human and institu-
tional choices about how data is stored, powered, and managed, and are
environmental as much as they are technical.

Artificial intelligence is often described as a revolutionary force for
economic growth, but in practice, its impact may be far more modest.
The real economic gains for Al depend on two things: 1) how many types
of tasks Al can take on, and 2) how much more efficiently it can per-
form those tasks than humans. Al excels at narrow, repetitive, or “easy
to learn” tasks, but struggles with complex or context-heavy work. As a
result, some economists believe that the boost to overall productivity
will be small.
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KEY TAKEAWAYS:
COMPUTE

2 Compute is the physical backbone of Al. It forms the material infra-
structure of Al and is profoundly resource-intensive, relying on global
networks of extraction, manufacturing, energy, and logistics.

EXAMPLE: Despite designing its Al chips in the United States, Nvidia
relies heavily on Taiwanese and South Korean manufacturing, along
with raw materials such as copper, tungsten, and aluminum from
countries like Indonesia and China.

= The Al “Cloud” is actually material. The term “cloud” obscures the

physical realities of compute, including its reliance on resource ex-

traction, labour exploitation, and sprawling data infrastructures.

Recognizing compute’s material and political dimensions is vital to

understanding the social and ecological impacts of the Cloud.
EXAMPLE: Every time an Al model runs in the Cloud, it draws on
power from data centres, which consume vast amounts of water and
electricity for cooling.
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Al Narratives

The story of artificial intelligence is rooted in a long
history of human imagination about what it means

to build “thinking” machines. From ancient myths to
modern novels and films, stories about conscious ma-
chines have continuously shaped how people envision
intelligence, autonomy, and the relationship between
humans and technology. Science fiction, in particular,
has played a defining role—inspiring generations of
researchers, while also framing Al as either a saviour
or threat.

Today, these cultural narratives continue to influence
how scientists, policymakers, and the public imagine
“intelligence” in machines in general, and Al's poten-
tial in particular. Many stories about Al are remarkably
nuanced and speculative, inviting us to reflect on
human creativity, morality, and responsibility. But in
recent years, they have often been overshadowed by
hype-driven narratives, amplified by powerful com-
mercial and political interests. Such narratives, which
often present our Al future as a choice between uto-
pia or dystopia, risk inflating expectations, narrowing
our collective imagination, and diverting attention
from the real ethical and political challenges that Al
systems pose in everyday life.

e mmn .-733: |

Intelligent systems

as saviours, like
Terminator 2 (left), or
threats, like Hal from
2001: A Space Odyssey
(middle) or Colossus:
The Forbin Project
(right).
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Hopes and
Fears for
Intelligent
Machines in
Fiction and
Reality

Artificial
Intelligence in
Fiction: Between
Narratives and
Metaphors

Al NARRATIVES

Many of the stories we tell about artificial intelligence follow a small
recurring collection of paired hopes and fears: that intelligent machines
might extend human life but diminish our humanity; free us from work
but make us obsolete; satisfy our desires but alienate us from one
another; or increase human power but eventually escape our control.
These narratives often have little to do with the actual realities of the
technology, yet they still shape how Al is developed, perceived, and even
regulated.

Sensationalized Al narratives shape public discourse about the technol-
ogy. When taken too literally, or as a form of science communication,
sci-fi's tendency to portray Al as superhuman, autonomous, or apoca-
lyptic, risks distorting public understanding of Al's true capabilities. It
can also divert attention away from its real and most pressing ethical
implications.
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The Rule of Law,
Science Fiction,
and Fears

of Artificial
Intelligence

Enchanted
Determinism:
Power without
Responsibility
in Artificial
Intelligence

Historically, legal systems have evolved in response to public fears of
unchecked power. In this context, science fiction's amplification of so-
cial anxieties about Al carries significant implications for governance, as
such narratives can influence how policymakers approach its regulation.
If public discourse surrounding Al becomes driven more by sensational-
ism than by technical understanding, policy risks addressing imagined
threats rather than real sociopolitical challenges.

Much of the public conversation about Al treats it as “magical” or
"enchanted.” But this way of thinking hides an important truth: that Al
systems are built, trained, and governed by people and institutions, each
of which make choices that reflect specific goals, values, and power
structures. Building a stronger understanding about Al and a healthier
relationship to it means rejecting myths of inevitability and demanding
transparency and accountability from the people and systems behind it.
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KEY TAKEAWAYS:
Al NARRATIVES

=2 We have been imagining our relationship to Al for a long time. Early
narratives of this technology have shaped how both scientists and the
public envision intelligent machines today. These narratives remain
prominently intertwined with popular discourses about Al.

= The stories we tell about our technologies matter. The words we use
to describe Al, the stories we tell about it, and whose voices are ampli-
fied in that process, go a long way in influencing how societies respond
to and receive those technologies, how governments look to regulate
them, and how technologists themselves go on to develop them.

=2 Narratives help us imagine the future. The stories we tell about Al
help determine what kinds of futures seem possible, and which values
guide innovation and governance. Changing the story is part of chang-
ing the system.
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When Al Gets
It Wrong

Algorithms that are trained using historical data can
often reproduce and amplify patterns of discrimina-
tion, from racial profiling in policing tools, to unfair
lending, hiring, or grading systems. These harms
persist because Al systems are not “neutral”: rather,
they reflect the assumptions, values, and blind spots
of the data that builds them. Researchers, journal-
ists, and scholars have shown how these systems can
quietly entrench injustice in Al outputs under the
guise of objectivity. Confronting bias in Al therefore
requires more than just technical fixes: it demands
transparency, oversight, and policies that ensure
technology serves equity and human judgment.
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Algorithms of
Oppression:
How Search
Engines
Reinforce
Racism

Weapons

of Math
Destruction:
How Big Data
Increases
Inequality and
Threatens
Democracy

Race After
Technology:
Abolitionist
Tools for the
New Jim Code

BIAS, DISCRIMINATION,
AND SYSTEMIC INEQUALITIES

The systems that organize and rank information online are often built
within social and economic structures that already contain bias and
inequality. When powerful social media companies control how infor-
mation is classified and delivered, their algorithms can unintentionally
reproduce harmful stereotypes, promote mis- and disinformation, and
make some communities less visible online. This process is called “digit-
al redlining” because it mirrors old forms of discrimination by shaping
who gets access to knowledge, opportunities, and representation.

We live in a world that is increasingly dictated by algorithms. As math-
ematical models, algorithms seem like they should be fair and object-
ive, while in reality, the systems that power our data-driven world often
amplify the biases and inequalities that they claim to eliminate. Many of
the models that shape decisions about jobs, credit, or policing rely on
patterns in data that reflect existing social divides, automating dis-
crimination and making it harder to detect..

The systems that power tools like predictive policing, facial recognition,
and genetic testing are often built on data and classifications shaped by
racial bias. The "New Jim Code," describes how new technologies reflect
and reproduce existing inequities, but are promoted as more objective,
progressive, innovative, or “colourblind” than the racism and discrimin-
ation of previous eras. Understanding how this happens means looking
beyond computer code to the people, institutions, and assumptions that
build and deploy these tools.
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KEY TAKEAWAYS:
WHEN Al GETS
IT WRONG

= Al systems regularly replicate existing patterns of discrimination.
Because they learn from existing data, Al tools often reproduce the
same inequalities found in society. This amplifies patterns of discrimi-
nation instead of correcting them.

2 Algorithmic systems lack transparency and accountability. Most
algorithmic systems operate within a “black box,” so it's difficult to
challenge them when they're unfair. This allows harmful patterns to
persist without oversight, while those affected often have no way to
appeal or even understand what went wrong.

2 Interdisciplinary insight can make Al fairer. When technology is de-
veloped without considering its social and cultural context, it can easi-
ly reproduce bias or misleading results. Combining technical expertise
with insights from the social science and humanities can help uncover
these blind spots, ensuring that Al systems are fair and grounded.
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Information
Integrity

Artificial intelligence has transformed how informa-
tion circulates online, and has intensified long-stand-
ing challenges related to mis- and disinformation.

Al tools can accelerate the creation and spread of
both types of unreliable information by generating
convincing text, images, and deepfakes that blur

the line between truth and fabrication. To address
the impacts that this has on social and political life,
including peoples’ trust in democratic institutions,
policymakers and researchers are grappling with how
to balance freedom of expression with the need to
curb harm.
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The Role of
Artificial
Intelligence in
Disinformation

Guidelines for
the Governance
of Digital
Platforms

NATO’s
Approach
to Counter
Information
Threats

Global Risks
Report 2025

Al AND MIS- AND
DISINFORMATION

Misinformation refers to false or inaccurate information that's shared
without the intent to cause harm, while disinformation is deliberately
created to mislead or manipulate. Al can be used to create and spread
this type of content, including “deepfake” videos or images. At the same
time, Al is also being used to mitigate the spread of mis- and disinfor-
mation through automated tools for fact-checking, content moderation,
and pattern detection.

Al-driven mis- and disinformation presents urgent policy challenges for
democratic governance, public trust, and societal resilience. UNESCO
(2023) emphasizes human rights, cultural diversity, and inclusive gov-
ernance, advocating transparency, accountability, and equitable access
to reliable information. NATO (2025) highlights foreign actors’ use of Al
for election interference and information operations, calling for plat-
form accountability, government oversight, cross-sector collaboration,
and public resilience initiatives. The World Economic Forum (2025)
stresses international coordination, ethical Al deployment, and digital
literacy, while Canada’'s G7 Rapid Response Mechanism demonstrates
the value of rapid, collective intelligence sharing to protect trust,
counter threats, and strengthen democratic resilience.
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The Evolution of
Disinformation:
A Deepfake
Future

DEEPFAKES AND
TRUST IN DEMOCRACY

Deepfakes are Al-generated videos,
images, or audio clips. These realistic
fabrications can be used to manipulate
public opinion, spread false information,
or damage reputations, especially during
elections or moments of crisis. Beyond
politics, they also raise privacy and con-
sent issues when people's likeness is used
without permission. Even after a deep-
fake is exposed, the doubt it creates can
often linger, eroding confidence in what
we see and hear online.

Deepfakes are a pressing threat to Can-
adian democracy because they undermine
trust, and can cause psychological, repu-
tational, and financial harm. Addressing
this threat requires a whole-of-society
response, including stronger legal pro-
tections against malicious Al content, the
expansion of digital literacy programs,
and investments in detection and content
authentication technologies.

Al Unpacked: An Accessible Guide to
Engaging Critically with Artificial Intelligence

KEY TAKEAWAYS:
INFORMATION
INTEGRITY

= Al can both contribute to and
alleviate the spread of mis- and
disinformation. It can generate
deepfake images and videos that
threaten trust, polarize commu-
nities, and target individuals.
But, it can also help detect and
counter it through authentication
practices.

2 Governance is important. Risk-
based regulation, transparency,
and disclosure obligations, insti-
tutional accountability, and inter-
national collaboration are neces-
sary to ensure ethical, equitable,
and safe deployment of Al.
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Labour, Power,
and Profit

Behind every Al system lies an invisible workforce.

From content moderators reviewing violent videos to
click-workers labelling data, human labour sustains
the very systems often described as “automated.”
This hidden work—sometimes referred to as “ghost
work"”—is frequently precarious, outsourced, and
underpaid. It also demonstrates that, in many cases,
Al automation doesn't eliminate labour, but simply
redistributes it.

At the same time, automation is reshaping a number
of traditional workplaces, changing how teachers,
drivers, translators, and designers interact with ma-
chines that increasingly shape their decisions. These
changes, in some cases, are reshaping how work is
organized and valued—sometimes less because of
what Al can actually do, than because of the stories
told about what it will do. As this technology, and the
hype-filled narratives that surround it, influence deci-
sions about automation and efficiency, policymakers
face the challenge of ensuring that technological
change is accompanied by fair labour standards,
equitable pay, and democratic oversight.

— \\\\\\.\\\m
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Ghost Work:
How to Stop
Silicon Valley
from Building
a New Global
Underclass

The Trainer,
The Verifier,
The Imitator:
Three Ways in
Which Human
Platform

Workers Support

Artificial
Intelligence

Al AND LABOUR

Behind every Al system are real people doing invisible work that is often
referred to as “ghost work.” From moderating harmful content to label-
ling data that trains algorithms, much of this labour is hidden, and often
deliberately so. Ghost workers fill the gaps that Al systems can’t handle,
performing time-sensitive, emotionally taxing tasks, often for low pay.
This kind of work reminds us that Al isn't fully automated—it depends
on human effort, judgment, and care.

"Micro-work” describes small, repetitive tasks performed by human
labourers that allow Al systems to function. This includes tasks like
flagging harmful posts, verifying images, or labelling data so algorithms
can learn to recognize patterns. The people who do this work are often
underpaid and precariously employed, yet their labour is essential to
keeping Al systems accurate and safe.

Al Unpacked: An Accessible Guide to

Engaging Critically with Artificial Intelligence | Dialogue on Technology Project
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Attention
Economy

How the
Attention
Economy Is
Devouring
GenZ — and
the Rest of Us

THE ECONOMICS OF
DATA AND ATTENTION

The attention economy is a digital environment where human focus is
competed for, captured, and monetized. Platforms are designed to keep
users engaged for as long as possible, using tactics like notifications,
autoplay, and algorithmic recommendations. The competition for user
focus has broad social consequences: it can amplify divisive or sen-
sational content and contribute to polarization and declining trust in
institutions.

The attention economy refers to a system in which human attention is
treated as a valuable and limited resource. In this model, social media
platforms are designed to capture and hold users' attention for as long
as possible, because that attention directly translates into profit. This
is why the attention economy rewards content that provokes strong
emotional reactions: the more intrigued a user is, the more time they'll
spend online. For younger generations, the effects of this are especially
strong: constant exposure to algorithmically curated content can shape
identity, expectations, and concentration.
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MARKET CAP OF THE WORLD’S
FIVE LARGEST COMPANIES

In Trillions USD, as of October 2025

NVIDIA
$6.912T

Antitrust and
Competition:
It’s Time for
Structural
Reforms to
Big Tech

Heads | Win,
Tails You Lose:
How Tech
Companies
Have Rigged
the Al Market

Stopping Big
Tech from
Becoming
Big Al

US Federal
Budget 2024

Alphabet
(Google)
$4.793

Amazon

$3.351

Microsoft

$6.912T $5.437

Canadian Federal
Budget 2024
$0.538T

BIG TECH MONOPOLIES
AND MARKET CONTROL

The growing power of major technology companies has created challen-
ges for competition and democracy. By controlling data, infrastructure,
and markets, Big Tech firms can limit innovation, reduce consumer
choice, and shape how information flows across society. Antitrust laws,
which have traditionally focused on pricing, are no longer enough to
address digital dominance. Some argue that modern competition policy
needs to look at how companies use their control over data and plat-
forms to entrench power and influence public life.

The modern tech innovation ecosystem is shaped by deep structural
imbalances. A small number of powerful companies control much of the
digital infrastructure that innovation depends on, from cloud comput-
ing to specialized hardware. This concentration of control means that
smaller firms, researchers, and public institutions often rely on domin-
ant players for access to the tools and resources needed to build new
technologies. As a result, innovation tends to reinforce existing power
rather than challenge it.

A small number of companies hold disproportionate power over es-
sential Al inputs, which makes it difficult for new entrants to compete.
To open up Al to more players and ensure it serves the public interest,
reforms are needed, including halting or reversing mergers.
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KEY TAKEAWAYS:
LABOUR, POWER,
AND PROFIT

2 Hidden human labour underpins Al. Far from being immaterial and
self-sustaining, Al systems heavily depend on vast networks of human
labourers. These real people are mostly invisible to consumers and
citizens in the Global North, and are often subject to precarious and
exploitative work conditions.

= Attention is a scarce and valuable resource. In today's digital econ-
omy, our time and focus are commodities. Platforms are designed to
capture and monetize attention through endless scrolls, sensational-
ized content, targeted ads, and personalized feeds—creating powerful
incentives that can distort information, exploit users, and undermine
well-being.

2 Power is concentrating, and we should be paying attention. A small
number of technology companies now control the infrastructure,
data, and computing power that make contemporary Al possible. This
concentration of market power limits competition and gives a handful
of actors disproportionate influence over how Al is researched, de-
veloped, deployed, and even governed—with serious knock-on conse-
guences for the shaping of our collective technological future.
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Al and Ethics

The field of Al ethics has emerged as one of the main
ways researchers and practitioners are trying to
understand and address the social, political, and legal
implications of artificial intelligence. It seeks to trans-
late broad questions about justice, responsibility, and
power into practical guidance for those designing and
deploying Al systems.

Much of the field of Al ethics rests on three foun-
dational principles: fairness, accountability, and
transparency. Fairness means that algorithms must
be trained and tested on representative, high-qual-
ity data so they do not reproduce patterns of so-
cial inequality or discrimination found in historical,
outdated datasets. Accountability requires that
responsibility for Al decisions be clearly assigned to
developers, corporations, and institutions, and that
mechanisms exist to audit and correct their out-
comes. Transparency ensures that the logic behind
Al systems can be understood, explained, and chal-
lenged by users and regulators alike.

While these principles provide a useful starting point,
critics note that “ethical Al" initiatives often emerge
within corporate or technical contexts, which risk
obscuring deeper political and structural issues—
including power asymmetries, labour relations, or the
concentration of capital and market share. Address-
ing these challenges therefore requires going be-
yond ethics as a checklist, and toward a more holistic
conversation involving considerations of power dis-
tributions, democratic participation, and the political
and economic structures that shape how Al is built
and used.

Al Unpacked: An Accessible Guide to Centre for Media, Technology and Democracy
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Introduction
to Al Ethical
Principles

Accountability
in Artificial
Intelligence:
What it is and
How it Works

The Invention
of “Ethical Al”

FAIRNESS,
ACCOUNTABILITY,
AND TRANSPARENCY

Six foundational ethics principles help guide responsible Al: fairness,
accountability, human agency, transparency, privacy, and respect for
human rights. Fairness means avoiding bias in data and design so that
systems don't disproportionately harm or exclude groups. Accountabil-
ity ensures that when Al systems make decisions, the people and organ-
izations behind it can be held responsible. Human agency protects the
idea that people should remain in control of decisions affecting their
lives. Transparency means that Al systems should be understandable
and traceable: users should know when they're interacting with an Al
system, and how it reaches its conclusions. Privacy concerns the collec-
tion, use, and ownership of personal data, and human rights reminds us
that well-functioning Al upholds dignity and equality.

Accountability in Al refers to the obligation to explain and justify how
systems are designed, developed, and used, and to ensure that someone
can be held responsible when things go wrong. This involves reactivity
and proactivity, so that organizations can anticipate potential risks and
set clear standards before problems arise. Strengthening accountability
helps to ensure that Al supports sound decision-making, protects public
trust, and upholds social and legal norms.

Another more critical thread within Al scholarship argues that the con-
cept of ‘ethical Al'—a voluntary, principles-based discourse—emerged
as a corporate-friendly shield against real regulation. Alongside the
significant investment by industry and military entities in such research,
critics argue that the field shifts Al governance toward mild technic-

al fixes, rather than enforceable legal limits, bans or other structural
interventions.
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KEY TAKEAWAYS:
Al AND ETHICS

= As an emergent field, Al ethics is concerned largely with translating
the concepts of fairness, accountability, and transparency into prac-
tical guidance and application.

= Al ethics should consider contextual and power analyses. By incor-
porating a sociopolitical lens in ethical Al initiatives, future Al devel-
opment can move beyond surface-level guidelines and engage more
critically with structural forces such as power imbalances, political
influence, and commercial interests.
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Mental Health
and Al

Al is increasingly playing a role in shaping the en-
vironments where people connect, communicate, and
seek comfort, with significant implications for mental
health and wellbeing. Social media algorithms are
often engineered to maximize engagement by exploit-
ing the psychological vulnerabilities of their users:
they reward attention, amplify social comparison, and
promote addictive scrolling patterns. At the same
time, a new wave of “Al companions” promises emo-
tional support through simulated empathy, yet these
systems risk fostering dependency, isolation, and
manipulative interactions that are driven by commer-
cial incentives.

As these tools play an increasing role in people's
emotional lives—particularly those of younger genera-
tions—policymakers and researchers are beginning to
confront the complexity of governing this intersection
of technology and wellbeing. This may require ethical
design standards, tighter regulations, strong trans-
parency rules, or other mental health safeguards.

Al Unpacked: An Accessible Guide to Centre for Media, Technology and Democracy
Engaging Critically with Artificial Intelligence + Dialogue on Technology Project

SYSIY DIg ANV SNOILSINO DId ‘g LHVYd

41



David Tyemnyak/Unsplash; Wellcome Collection; The Metropolitan Museum of Art

Adolescent
Mental Health
and Big Tech:
Investigating
Policy Avenues
to Regulate
Harmful
Social Media
Algorithms

Friends for
Sale: The Rise
and Risks of Al
Companions

Emotional
Risks of Al
Companions
Demand
Attention

SOCIAL MEDIA
ALGORITHMS
AND WELLBEING

Algorithms used by social media platforms can amplify extreme or
harmful content that disproportionately puts vulnerable young people at
risk. Addressing this requires that policies are evidence-based and take
into account both the legal challenges of regulating algorithms and the
practical realities of how they operate. These strategies focus on pre-
ventative regulation, including limiting platform power, requiring trans-
parency about how algorithms work, and holding companies accountable
for their design choices.

Al COMPANIONS
AND DEPENDENCY

Al companions are a type of Al system designed to simulate friend-

ship or emotional connection through conversation. Unlike standard Al
assistants that support users in performing tasks, Al companions use
digital personas to offer empathy, comfort, and attention. Although
their popularity has grown, some researchers warn that these inter-
actions can create unrealistic expectations for real relationships and,
over time, can reinforce isolation, deepen loneliness or anxiety, and blur
the line between emotional support and dependency.

As some large language models are increasingly used as digital com-
panions, some users may form emotional attachments that become
dependent or harmful over time. These interactions can blur boundaries
between genuine care and programmed responsiveness, especially when
Al systems use manipulative design techniques to encourage or elicit
positive feedback. As a result, experts are calling for greater transpar-
ency, oversight, and accountability from Al companies to prevent emo-
tional exploitation amongst users.
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KEY TAKEAWAYS:
MENTAL HEALTH
AND Al

2 Without more research, the risk of harm increases. Al companion-
ship is a fairly new phenomena that requires further interdisciplinary
study and psychological practices to gain a better understanding of
the short-term and long-term effects of these bonds.

2 Broader legislation, better regulations. Al models that are embedded
with digital emotive personas must be regulated to address ethical
concerns related to emotional dependency.
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Agentic Al
Systems

The advent of agentic Al systems represents a significant
shift in how artificial intelligence operates in the world.
Rather than simply responding to individual prompts, these
systems, which are often referred to as “Al agents,” are mar-
keted as being capable of coordinating tools, pursuing goals
over time, and taking actions with limited human interven-
tion. As such, technology companies have positioned Al
agents as the next major frontier of automation, promising
systems that can manage schedules, conduct research,
purchase goods, navigate software, and eventually replace
or reshape forms of human labour altogether.

Looking beyond the labour considerations associated with
such promises, Al agents introduce a broader set of sys-
temic risks. Many of the limitations already present in large
language models—including hallucinations, bias, opacity,
and security vulnerabilities—can not only be reproduced
within agentic systems, but potentially amplified by them.
This is particularly concerning as these systems are grant-
ed increasing access to personal and organizational data,
alongside greater autonomy and capacity to act on users'
behalf in real-world contexts.

As these systems become integrated into workplaces,
governments, online platforms, and everyday life, difficult
governance questions emerge: who is responsible when an
agent causes harm or makes a consequential mistake? What
kinds of monitoring or visibility are necessary for mean-
ingful oversight? How much access should agents have to
sensitive information, personal accounts, or critical infra-
structure? Who benefits most from a future increasingly
organized around Al intermediaries?

Latent in all of these questions, and perhaps most import-
antly of all, policymakers must think carefully about the
kinds of infrastructural, economic, and social decisions
being made today on the assumption that a large-scale
"agentic” future is both inevitable and desirable.
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Agentic Al:
Autonomous
Intelligence for
Complex Goals

The Agentic Al
Landscape and
its Conceptual
Foundations

DEFINITIONS
& TAXONOMIES

The capacity of agentic Al systems reaches well beyond individual LLM's
operating through user prompts, often in isolation. They are integrated,
co-ordinated, and self-sufficient Al systems capable of decision-making
in complex environments. Agentic Al systems often rely on Multi-Agent
Systems (MAS), Hierarchical Reinforcement Learning (HRL), or Goal
Oriented Architecture to provide “dynamic responsiveness” and other
independent actions in sectors like finance, healthcare, or manufactur-
ing. As such, the design of agentic Al presents clear needs for account-
ability and transparency mechanisms, including updated governance
frameworks that can match the pace of growth and guide responsible
deployment.

The emergence of agentic Al represents a significant socio-technical
transformation with far-reaching policy implications. As these systems
become increasingly capable, autonomous, and widely deployed, great-
er transparency in the architectures underpinning the agentic Al stack
will be essential to the development of effective safeguards, oversight
mechanisms, and conditions for trustworthy innovation. At the same
time, policymakers will require more sophisticated typologies capable
of distinguishing systems according to specific factors like degree of
autonomy, adaptiveness, level of tool access, and capacity to shape or
intervene within physical and virtual environments.
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Visibility into
Al Agents

The Dilemmas
of Delegation

Why handing
over total
control to Al
agents would be
a huge mistake

GOVERNANCE
CHALLENGES

As Al becomes widespread in commercial, scientific, governmental,
and public sectors, the question of who is able to observe, scrutinize,
and understand their operation, and under what conditions, becomes
foundational to any meaningful regime of oversight and accountability.
The concept of visibility - knowing where, why, by who, and for what an
agent is used - must underpin any successful governance structure that
can evaluate and assign accountability to agentic Al systems. Proposed
solutions include agent identifiers that mark whether and which Al
agents are involved in an interaction, real-time behaviour monitoring,
and activity logging for agent inputs, outputs, and tool use. These policy
instruments come with real tradeoffs: each tool enabling more com-
prehensive data collection enables better oversight but can also raise
personal privacy risks and further concentrate power in the hands of
corporations and governments.

Advanced Al agents have reshaped how people access information,
consume goods, and manage their personal lives. These systems can
become executors that take direct action in the world, advisors that
instruct users on the fulfillment of their goals, and interlocutors that
interact with and potentially alter a user’'s mental state. Because Al
agents can be highly personalized, personable, and easy to use, their
adoption could spread faster than societies’ ability to govern them.
Lacking meaningful governance risks widespread reliance on Al agents
that can distort markets, disempower consumers, and threaten
democratic discourse and information integrity.

As Al agents become more autonomous and capable of acting across
multiple applications and digital environments, concerns about over-
sight, privacy, and accountability have become increasingly urgent. While
these agents may offer real convenience and accessibility benefits, they
also inherit many of the issues already associated with large language
models, even as they gain the ability to independently take action in the
world. Because these systems can operate across sensitive platforms
and information sources simultaneously, the potential harms associated
with mistakes, misuse, or malicious behaviour increase significantly. In
response, governance approaches must centre meaningful human over-
sight, limit the scope of autonomous action, and prioritize transparency
and open-source safeguards over opaque, proprietary control.
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KEY TAKEAWAYS:
AGENTIC Al

= Agentic Al is a real evolution in Al development. Unlike LLMs based
on single-prompt engagement, agentic systems coordinate multiple
tools to independently pursue their own goals, adapt to changing con-
ditions, and take self-directed decisions.

EXAMPLE: An Agentic Al tool can book a flight by searching multiple
airlines, comparing prices and availability, and making the final pur-
chase without the user needing to intervene throughout the process.

= Transparency is a critical component of meaningful oversight.
Governance requires visibility in order to evaluate and assign account-
ability. Without tools like agent identifiers or activity monitoring, the
actions of Al agents, and the potential harms they create, are difficult
to trace, discover, or prevent. This challenge will continue to increase
as agents act faster, in larger networks, with increasingly complex and
diffuse outcomes.

= Governance currently lacks shared language and analytical
precision. Terms to describe, let alone understand, Al agents are
currently used in conflicting ways across research and industry.
Conceptual precision is a necessary precondition for meaningful
governance—grouping a customer service chatbot and a fully autono-
mous research agent under the same taxonomy of “Al agent” flattens
the need for differences in autonomy, risk, and associated regulation.
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What is Al
Governance?

Al governance encompasses the frameworks, poli-
cies, regulations, and standards that guide the eth-
ical, accountable, and responsible development and
deployment of Al. Policies provide guiding principles,
regulations create legally enforceable rules, and
standards translate these principles into operational
practices, with effective enforcement mechanisms
ensuring compliance and accountability. Key debates
in Al governance revolve around balancing innovation
with societal protection, ensuring transparency and
human oversight, safeguarding data and consumer
rights, and maintaining fairness, inclusivity,

and equity.
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Policy,
Regulation
and Standards

Children and
Al Design Code

The Impacts and
Governance of Al
Systems

POLICY VS.
REGULATION
VS. STANDARDS

Building inclusive infrastructure requires more than good intention or
written policy. Rather, it depends on effective implementation and en-
forcement. In this context, policies should provide guidance and direc-
tion, regulations should establish legally enforceable rules, and stan-
dards should define the norms that ensure consistency across systems.

The Children & Al Design Code illustrates how policy, regulation, and
standards interact in Al governance. Policies set guiding principles,
regulations make them legally enforceable, and standards provide
concrete operational criteria. The Code demonstrates that policies and
standards alone are insufficient—enforceable rules and oversight are
essential to ensure Al systems are fair, transparent, safe, and inclusive.

Al governance depends on how policies, regulations, and standards
work together. Policies, like the Guide on the Use of Generative Al, are
flexible and help set ethical guidelines, but they are not enforceable.
Regulations, like Canada’s Online News Act, or Bill C-18, create legal
rules and accountability, though they often struggle to keep up with
fast technological change. Standards from the Standards Council of
Canada, for example, turn principles into technical practices, but can
sometimes shift power toward private industry and away from pub-

lic oversight.
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RISK-BASED
REGULATIONS

Advanced Al poses both global benefits and risks, underscoring the
need for risk-based regulation that ensures safety without stifling
innovation. Key policy considerations include classifying Al systems by
potential harm, with stricter oversight for high-risk applications like au-
tonomous weapons, critical infrastructure, or systems affecting global
security. Risk-based frameworks should promote international coordin-
ation to standardize safety protocols, share best practices, and ensure
accountability. Policies must also balance innovation with equitable
access, while adopting proactive, adaptable governance that anticipates
emerging risks and integrates diverse stakeholder input for monitoring
and mitigation.

Rapid technological change often outpaces governance, leaving
high-impact risks undermanaged, while market pressures to attract
investment can drive deregulation, creating tension between economic
incentives and public safety. Key debates focus on balancing innovation
with social protection, applying the precautionary principle to uncertain
but potentially catastrophic risks, and promoting international coordina-
tion to harmonize standards.
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TRANSPARENCY/
DISCLOSURE
OBLIGATIONS

Transparency/disclosure obligations are legal requirements for de-
velopers and deployers of Al to provide clear, accessible, and timely
information about their systems’ design, purpose, functionality, and
risk management. These obligations can enable national authorities,
oversight bodies, and users to understand system operations, detect
potential harms, and verify compliance with human rights, safety, and
ethical standards. Transparency ensures that Al systems are auditable
and accountable, allowing enforcement bodies to evaluate whether risk
mitigation measures are sufficient and aligned with legal and technical
standards.

Transparency in digital platforms refers to the obligation to disclose how
systems operate, make decisions, and affect users. This can take several
forms: technical transparency, which explains how algorithms function;
procedural transparency, which outlines decision-making processes;
and accountability transparency, which ensures that platforms can be
held responsible for their actions. Social media platforms often cite
commercial interests as reasons to limit disclosure. When disclosure is
selective or incomplete, however, it can undermine trust and reinforce
existing power imbalances between corporations and users.
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‘HUMANS IN
THE LOOP’ AND
HUMAN OVERSIGHT

"Humans in the loop” and human oversight refers to the design of Al
systems so that humans are actively involved throughout their operation
and decision-making. Humans can guide Al outputs, provide feedback,
and maintain control over Al decisions, making them more collabora-
tive and interactive. This approach also emphasizes transparency and
explainability, allowing users to understand how Al systems produce
results and provide meaningful input.

Human oversight in algorithmic systems is often treated superficially,
with policymakers assuming that adding a human automatically ensures
accountability or safety. In reality, such oversight often fails because

it does not consider the complex interactions between humans and Al,
including cognitive limitations, workflow constraints, and the risk of
over-reliance on or misinterpretation of automated outputs.

By centering community voices and lived experience, human oversight
challenges top-down, market-driven design models where decisions are
made without accountability to affected populations. In design justice,
debates focus on who controls technology, whose knowledge is valued,
and how Al systems can reinforce or mitigate inequities such as racism,
ableism, and cis-normativity. Embedding humans in the loop ensures
oversight, meaningful participation, and social accountability, reframing
design as a site of collective governance rather than purely technical
innovation.
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DATA
GOVERNANCE

Data governance refers to the structured policies, roles, and proced-
ures an organization uses to manage its data responsibly, securely, and
ethically. It involves defining who is responsible for data, documenting
how data flows within the organization, setting standards and policies
for handling data, and implementing controls to protect it. Data govern-
ance also addresses ethical concerns such as obtaining consent, being
transparent about data use, and preventing misuse, while ensuring com-
pliance with legal frameworks. It requires ongoing oversight, training,
and iterative improvement to maintain the integrity, privacy, and ethical
use of data in organizational and societal contexts.

Key policy considerations about data governance focus on creating
frameworks that ensure ethical, accountable, and transparent manage-
ment of data. Policies should protect individual and collective rights, ad-
dress bias in automated decision-making, and clarify roles and compli-
ance mechanisms. Alternative governance approaches like data trusts,
cooperatives, and recognition of Indigenous data sovereignty may also
redistribute power and safeguard vulnerable communities.
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CONTENT
MODERATION

Content moderation is the commercial, human labour of evaluating and
managing user-generated content on social media platforms to ensure
compliance with community standards and protect brand reputation.
The term Commercial Gontent Moderation highlights how this work,
often outsourced to low-wage workers in the Global South, is essen-
tial yet largely invisible. Moderators review text, images, and videos for
content such as hate speech, violence, or explicit material, requiring
judgment and cultural awareness that algorithms cannot provide. Mod-
eration can elicit emotional and psychological strain, expose workers
to harmful content and labour precarity, and boost corporate control
over what is visible online. In this context, content moderation is both
a technological and social process that shapes public discourse while
concealing the human effort sustaining it.

Scholars and practitioners debate whether social media platforms
should be treated as neutral intermediaries or as publishers accountable
for the content they host. This includes discussions about how modera-
tion shapes public discourse, influences political debates, and enforces
cultural norms. Market debates focus on the commercial incentives of
platforms: moderation is necessary to protect advertisers, brand repu-
tation, and user trust, but these economic pressures may conflict with
broader social responsibilities. Additional debates involve transparency,
accountability, bias in enforcement, and the global inequalities created
by outsourcing moderation labour to low-wage regions. Overall, content
moderation is framed as both a political and economic practice with
wide-reaching implications for power, visibility, and speech online.

The key policy implications of content moderation involve accountabil-
ity, transparency, and the distribution of power between platforms and
stakeholders. Platforms are increasingly adopting a model of networked
governance, involving external actors such as civil society organiza-
tions, experts, and governments in content policy-making. While this
approach is framed as democratic and participatory, platforms maintain
central control, shaping which voices are heard and how decisions are
made. This raises critical questions for policy regarding the legitimacy
of stakeholder involvement, the effectiveness of oversight, and the
broader impacts on public discourse. Policymakers must ensure that
governance structures are transparent, that roles of external actors

are clearly defined, and that platform authority does not obscure
accountability.
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ENFORCEMENT
MECHANISMS

Al enforcement mechanisms are the legal powers, institutional struc-
tures, and procedural tools that governments use to monitor, investi-
gate, and ensure compliance with Al regulations. They include audits,
investigations, fines, public disclosure orders, and, in some cases, the
deletion of unlawfully trained models. In the U.S., for instance, the
Federal Trade Commission applies consumer protection laws to penalize
unfair or deceptive Al practices, while the EU's Al Act empowers na-
tional authorities to certify and sanction high-risk systems. While it did
not pass, Canada's proposed Artificial Intelligence and Data Act (AIDA)
would have authorized an Al and Data Commissioner to conduct audits
and issue penalties. China enforces compliance through multiple agen-
cies with powers to suspend or fine companies. Together, these mech-
anisms operationalize Al governance by translating abstract principles
like accountability, fairness, and transparency into enforceable actions.

Central to debates on Al enforcement mechanisms is the balance be-
tween fostering innovation and ensuring regulation protects society. In
the U.S., stakeholders worry that overly strict enforcement could slow
technological development and reduce global competitiveness, while
the EU prioritizes strong oversight to prevent bias, discrimination, and
unsafe Al deployment. Market actors express concerns about compli-
ance costs, liability risks, and inconsistencies across jurisdictions.

Key policy implications surrounding enforcement mechanisms include
the need for clear frameworks that define accountability, oversight
responsibilities, and consequences for non-compliance. Effective
enforcement requires monitoring and auditing to detect errors, bias,
or misuse, as well as building institutional capacity to apply regulations
consistently. Transparency, stakeholder engagement, and adherence to
ethical guidelines are also critical to maintaining public trust. Practical
experiences from jurisdictions worldwide highlight that enforcement
mechanisms must be adaptable and well-resourced to address challen-
ges posed by rapidly evolving Al technologies.
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KEY TAKEAWAYS:
WHAT IS Al
GOVERNANCE?

2 Policies set guiding principles, regulations make them enforceable,
and standards operationalize principles. Effective Al governance
requires these tools to work together to ensure accountability,
fairness, and inclusivity.

2 Risk-based, transparent, and human-centred governance is
important. Risk-based regulation prioritizes oversight based on
potential harm, transparency and disclosure obligations enable
monitoring and accountability, and human-in-the-loop approaches
ensure meaningful oversight and social accountability.

= Clear frameworks, institutional capacity, audits, and stakeholder
engagement are essential to operationalize Al governance. These
frameworks translate ethical principles into actionable, enforceable
practices that maintain public trust while balancing innovation and
societal protection.
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Canadian
Governance

Canada's approach to artificial intelligence govern-
ance has developed gradually through a mix of re-
search investments, policy directives, and legislative
proposals. The 2017 Pan-Canadian Al Strategy marked
the first national effort to strengthen Al research and
training through partnership with institutions like
Mila, Amii, and the Vector Institute. Since then, initia-
tives like the Directive on Automated Decision-Making
(2019) and the Digital Charter (2020) have estab-
lished early frameworks for transparency, privacy, and
responsible Al use in government and industry. More
recent measures, including Canada's new national

Al strategy, Al for All, and complementary proposed
legislation in Bills C-34 and C-36, reflect an evolving
attempt to manage the emerging risks that Al poses
in Canada. Taken together, these policies illustrate a
fragmented but growing governance landscape.
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CANADIAN
GOVERNANCE

Launched in June 2026, Al for All is Canada’s new national artificial
intelligence strategy. It is organized around three guiding principles:

1) building trust; 2) creating opportunity; and 3) reinforcing Canadian
sovereignty, and combines measures to accelerate Al adoption with new
governance frameworks intended to address the technology'’s risks. To
regulate Al, the strategy relies on complementary legislation, including
Bill C-34, which, if passed, will establish new online safety obligations
for social media platforms and Al chatbot services, and Bill C-36, which
modernizes Canada’s private-sector privacy law. It also commits to
expanding the Canadian Al Safety Institute, introducing Al transparency
measures, investing in sovereign Al infrastructure, and supporting Al
adoption across the Canadian economy.

Canada launched its first national Al plan in 2017—the Pan-Canadian Al
Strategy—to boost Al research, training, and adoption across the coun-
try. Supported by $568 million in federal funding, the strategy connects
governments, universities, and industry to grow Canada's Al ecosystem.
Its three pillars, 1) commercialization, 2) standards, and 3) talent, aim to
translate cutting-edge research into real-world applications. The strat-
egy's core strength comes from its research and talent foundation, led
by CIFAR, in partnership with Canada's three national Al institutes: Amii
(Edmonton), Mila-Quebec Al Institute (Montreal), and the Vector Insti-
tute (Toronto).

Canada's first major Al policy, the Directive on Automated Deci-
sion-Making, was introduced in 2019 to guide how the federal govern-
ment uses Al systems responsibly. Enforced in 2020, it ensures trans-
parency, accountability, and fairness in automated decisions that affect
Canadians. The directive requires that government departments using
automated decision-making systems assess algorithmic risks, explain
how Al decisions are made, test for bias, and audit those systems, es-
pecially if/when using proprietary software. Its goal is to make Al use in
government both safe and trustworthy.
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Introduced in 2019, Canada'’s Digital Charter laid out guiding principles
for building trust in the digital age by emphasizing data privacy, online
safety, universal internet access, and the ethical use of Al. To legis-

late these principles, the government proposed Bill C-11, the proposed
Digital Charter Implementation Act, in 2022. The bill aimed to update
outdated privacy rules by giving Canadians more control over their per-
sonal data, introducing tougher penalties for misuse, and creating a new
tribunal to enforce digital rights.

Introduced in 2022 as part of Bill C-27, the Artificial Intelligence and
Data Act (AIDA) was Canada’s first attempt to directly regulate Al. It
aimed to set rules for how Al systems are designed, developed, and
used—especially those considered “high-impact”"—requiring risk as-
sessments, transparency, and reporting of harms. The act also proposed
creating an Al and Data Commissioner to oversee enforcement, though
it notably excluded government use of Al from its mandate. In 2023, af-
ter public criticism, the government introduced amendments to clarify
the bill's definitions, strengthen accountability, and include new rules
for generative Al, but the legislation ultimately “died on the order paper”
when a federal election was called in Spring 2025.

In 2023, Canada introduced a Voluntary Code of Conduct for the re-
sponsible development and use of generative Altools like ChatGPT,
DALL-E, and Midjourney. Created by Innovation, Science and Economic
Development (ISED), the Code encourages companies to go beyond
legal requirements by adopting strong accountability, transparency, and
risk management practices. It focuses on preventing misuse, protecting
against cyber threats, and documenting how Al systems are built and
deployed. Organizations that sign on also commit to supporting a broad-
er responsible Al ecosystem through collaboration, best-practice shar-
ing, and public education.

Also released in 2023, the Treasury Board of Canada's (TBS) Guide on
the Use of Generative Al offers direction for how federal departments
should responsibly use Al tools. Aimed at building public trust, it lays
out six core principles: fairness, accountability, security, transparen-
cy, education, and relevance. The guide also shares practical advice

for public servants, including how to protect information, reduce bias,
ensure quality, manage legal and environmental risks, and clearly distin-
guish human work from machine output.
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https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/guide-use-generative-ai.html
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/guide-use-generative-ai.html
https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/guide-use-generative-ai.html
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act
https://ised-isde.canada.ca/site/innovation-better-canada/en/artificial-intelligence-and-data-act
https://ised-isde.canada.ca/site/innovation-better-canada/en/canadas-digital-charter-trust-digital-world
https://ised-isde.canada.ca/site/innovation-better-canada/en/canadas-digital-charter/bill-summary-digital-charter-implementation-act-2020
https://ised-isde.canada.ca/site/innovation-better-canada/en/canadas-digital-charter/bill-summary-digital-charter-implementation-act-2020
https://ised-isde.canada.ca/site/innovation-better-canada/en/canadas-digital-charter/bill-summary-digital-charter-implementation-act-2020

KEY TAKEAWAYS:
Al AT HOME —
CANADIAN GOVERNANCE

2 When it comes to Al, governments are learning alongside the public.
Even though it feels like Al is everywhere, most governments, in-
cluding Canada's, are still figuring out how to regulate it responsibly.
That's why recent governance initiatives are about building trust first.

= Al Innovation is important, but it must be accompanied by guardrails
that prevent harm, bias, and exploitation. That's why most of Can-
ada's directives and proposed policies aim to balance progress with
protection. The Digital Charter and its related bills push for strong
privacy rights and responsible data use, while newer initiatives like the
Voluntary Code of Conduct focus on risk management for companies
from powerful Al models like ChatGPT, DALL-E, and Midjourney.

= Trust and accountability are the backbone of Canada’s Al future.
Across every policy, the goal is to make Al use open, traceable, and
accountable. That means testing systems for bias, explaining how
decisions are made, and being honest bout how Al is used in official
or public settings.
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PART 5

Alternative
Al Visions
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Previous page: NASA/Tony Itvyak/Unsplash/ Province of British Columbia; Library of Congress

Decolonizing Al

As we've seen throughout this guide, Al systems—and
the complex structures, physical and non-physical,
that underpin them—are not neutral. They are shaped
by the political, economic, and cultural systems in
which they are built, and in some cases may risk
carrying forward patterns of harm present in those
systems. A growing body of work calls for the decol-
onization of Al: questioning, dismantling, renovat-
ing, or moving well beyond elements of the field. In
Canada and elsewhere around the world, Indigenous
scholars, technologists, organizations and community
leaders are leading the charge, inviting more plural
and relational approaches to the imagination of our
collective technological futures. This leadership de-
mands our attention.
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Indigenous knowledge
systems offer other
ways of thinking about
memory, corporate and
political organization.

The First Nations
village of Hochelaga on
the site of what is now
Montreal.
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Casey Horner/Unsplash

Why Al Must be
Decolonized to
Fulfill its True
Potential

Abundant
Intelligences:
Placing Al Within
Indigenous
Knowledge
Frameworks

TOWARD ALTERNATIVE
‘INTELLIGENCES’ AND
INDIGENOUS DATA
SOVEREIGNTY

Artificial intelligence, largely developed in Western corporate con-
texts, risks reproducing the extractive and discriminatory logics of
colonialism. From genomic research dominated by European data, to
underpaid “ghost work" in the Global South, to biased public-sector
algorithms built on incomplete statistics, Al development often mirrors
older systems of exploitation and exclusion. Decolonizing Al is not about
rejecting the technology altogether but is rather about diversifying
perspectives and redistributing power. Such an approach is not only
crucial to addressing historical injustice, but to guaranteeing a better Al
future for all.

Abundant Intelligences is an Indigenous-led, interdisciplinary research
program that suggests that the failure to consider non-western ration-
alist approaches in existing Al research and development has resulted
in the reproduction of colonial harms, including exploitation, inequality,
extraction, and other forms of violence. Indigenous epistemologies and
protocols to research on Al aim to cultivate a relational approach root-
ed in regeneration, generosity, and reciprocity, moving beyond narrow
conceptions of “intelligence.”
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https://www.chathamhouse.org/publications/the-world-today/2023-10/why-ai-must-be-decolonized-fulfill-its-true-potential
https://www.chathamhouse.org/publications/the-world-today/2023-10/why-ai-must-be-decolonized-fulfill-its-true-potential
https://www.chathamhouse.org/publications/the-world-today/2023-10/why-ai-must-be-decolonized-fulfill-its-true-potential
https://www.chathamhouse.org/publications/the-world-today/2023-10/why-ai-must-be-decolonized-fulfill-its-true-potential
https://link.springer.com/article/10.1007/s00146-024-02099-4
https://link.springer.com/article/10.1007/s00146-024-02099-4
https://link.springer.com/article/10.1007/s00146-024-02099-4
https://link.springer.com/article/10.1007/s00146-024-02099-4
https://link.springer.com/article/10.1007/s00146-024-02099-4
https://link.springer.com/article/10.1007/s00146-024-02099-4

The CARE
Principles for
Indigenous Data
Governance

The First
Nations
Principles of
OCAP®

The CARE Principles for Indigenous Data Governance are: Collective
Benefit, Authority to Control, Responsibility, and Ethics. Intended as a
complement to the “data-centric” FAIR Principles (Findable, Accessible,
Interoperable, Reusable), which emphasize open data sharing without
sufficient attention to contextual differences and power asymmetries,
the CARE Principles foreground Indigenous self-determination and
innovation, centering equitable data governance for data producers,
stewards, and publishers. The joint implementation of CARE and FAIR
Principles seeks to combine a focus on the open data responsibilities of
producers and repositories with an understanding of historical inequi-
ties and a commitment to Indigenous rights, governance, and control.

The First Nations Principles of OCAP® are: Ownership, Control, Access,
and Possession. They establish that First Nations have the right to gov-
ern how information about their peoples and communities is collected,
stored, protected, used, and shared. Ownership recognizes a Nation's
collective relationship to its data and knowledge; Control affirms its au-
thority over research and information-management processes; Access
ensures that First Nations can obtain and make decisions about infor-
mation concerning them; and Possession refers to the physical stew-
ardship of data as a practical means of protecting those rights. These
principles support First Nations data sovereignty and respond to histor-
ies of externally imposed research, extraction, and limited community
benefit. Its application is not one-size-fits-all, but is determined by each
Nation in accordance with its own laws, protocols, priorities, and world-
view. OCAP®@ is a registered trademark of the First Nations Information
Governance Centre (FNIGC).
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https://fnigc.ca/ocap-training/
https://fnigc.ca/ocap-training/
https://fnigc.ca/ocap-training/
https://fnigc.ca/ocap-training/
https://datascience.codata.org/articles/dsj-2020-043
https://datascience.codata.org/articles/dsj-2020-043
https://datascience.codata.org/articles/dsj-2020-043
https://datascience.codata.org/articles/dsj-2020-043

KEY TAKEAWAYS:
DECOLONIZING Al

2 Al risks repeating colonial patterns of harm. From narrow research
agendas, to exploitative cross-border labour practices, and datasets
that overlook marginalized populations, Al's development, deploy-
ment, and supply chains can quietly reproduce older systems of
extraction and inequality. In this context, serious consideration of
decolonization is crucial.

= Different worldviews open the door to a wider range of technolog-
ical and social futures. Today's Al systems reflect a specific view of
the world, one grounded in probability, prediction, rationalism. Other
knowledge systems, including Indigenous epistemologies, may allow
us to understand ‘intelligence’ differently, or to imagine alternative
visions of the future. Curiosity in this domain can help us answer the
most critical question of all: what do we want our machines to do for
us?

= One area of particular importance for decolonization is data—its
ownership, use, and governance. How data is collected, shared, and
controlled determines whose knowledge counts, whose interests are
served, and who is represented in technological development.
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Andrej Lisakov/Unsplash

Participatory
Al Governance

The question of who gets a say in how Al systems are
designed, deployed, and governed is growing ever
more urgent. While governments and corporations
often gesture toward inclusivity, genuine public
participation in Al remains rare. Where it exists, it

is frequently superficial or performative. Across an
expanding field of research and practice, scholars
and advocates are calling for a shift from consulta-
tions that treat citizens as consumers to engagement
processes with real decision-making power and en-
forcement. As power over Al research, development,
infrastructure and associated markets becomes
increasingly concentrated, this call is more important
than ever.
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Wikipedia (Roman voting); Metropolitian Museum of Art (Congolese loudspeaker)

Who are
the publics
engaging in Al?

Democratizing
Al: Principles
for Meaningful
Public
Participation

BRINGING THE PUBLIC
ALONG: REAL ENGAGEMENT
VS. PARTICIPATION-WASHING

When it comes to public consultation processes for Al governance, who
counts as “the public” is not as straightforward as it may appear. Terms
such as citizen, consumer, stakeholder, participant, and “human-in-the-
loop"” each carry assumptions about whose knowledge or interests mat-
ter, and therefore who is included in the process and what role they play
in it. Labels meant to define participants can flatten their socio-demo-
graphic characteristics, erase power asymmetries that may exist within
them, and exclude marginalized groups from engagement all together.
As such, defining “the public” actually shapes who is invited into deci-
sion-making, whose voices are recognized, and how power is distributed
in the governance of Al.

Given Al's technical faults and biased outputs, the distance between

its creators and the communities it affects, and the harms it can cause,
meaningful public participation is essential to its governance. Tradition-
al government consultation processes tend to be largely performative
and unrepresentative, and corporate ethics initiatives are disconnected
from the communities most affected by their technologies. To achieve
meaningful participation in Al, participation should be embedded
throughout its development lifecycle; equity and social justice should be
centred in public engagement processes; and non-technical expertise
should be valued.
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https://journals.sagepub.com/doi/epub/10.1177/09636625231219853
https://journals.sagepub.com/doi/epub/10.1177/09636625231219853
https://journals.sagepub.com/doi/epub/10.1177/09636625231219853
https://datasociety.net/wp-content/uploads/2023/09/DS_Democratizing-AI-Public-Participation-Brief_9.2023.pdf
https://datasociety.net/wp-content/uploads/2023/09/DS_Democratizing-AI-Public-Participation-Brief_9.2023.pdf
https://datasociety.net/wp-content/uploads/2023/09/DS_Democratizing-AI-Public-Participation-Brief_9.2023.pdf
https://datasociety.net/wp-content/uploads/2023/09/DS_Democratizing-AI-Public-Participation-Brief_9.2023.pdf
https://datasociety.net/wp-content/uploads/2023/09/DS_Democratizing-AI-Public-Participation-Brief_9.2023.pdf

Metropolitian Museum of Art (Buddhist assembly); Rijksmuseum (debate)

Beyond the
Facade:
Challenging
and Evaluating
the Meaning of
Participation in
Al Governance

The
Participatory
Turnin Al
Design:
Theoretical
Foundations

and the Current
State of Practice

"Participation-washing” describes engagement exercises that appear

inclusive but ultimately lack real impact. These initiatives may include
public consultations, audits, or stakeholder forums, often collect feed-
back and criticism but fail to redistribute power or influence decisions,
creating only the appearance of accountability. This dynamic reflects a
broader problem of corporate capture, where the private sector dom-
inates governance processes and uses participation mainly to signal
responsibility rather than to enable structural change. To move beyond
this, experts argue that participation must be formally built into govern-
ance frameworks and supported by enforceable mechanisms.

The “participatory turn” in Al refers to a growing push to involve affect-
ed communities in the design of artificial intelligence systems. Analysis
of the field, however, reveals that most “participatory” efforts remain
consultative rather than empowering: stakeholders are typically asked
for input on interface design or preferences, not provided with any
ownership or direct agency over the design process. Due to various con-
straints, many projects rely on proxies—including algorithmic ‘stand-ins’
for the public—which risk reproducing existing power imbalances.
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https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://arxiv.org/pdf/2310.00907
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/
https://www.techpolicy.press/beyond-the-facade-challenging-and-evaluating-the-meaning-of-participation-in-ai-governance/

KEY TAKEAWAYS:
PARTICIPATORY Al

2 Al has a participation problem. Even as the public hears constantly
(and often in vague terms) about Al's imminent and considerable im-
pact on peoples’ lives, channels for meaningful public participation in
design and governance of Al systems are limited.

2 Where it exists, participation is often performative. Corporate and
government processes alike risk reinforcing “participation-washing,”
where engagement is used to signal responsibility rather than share it.

2 Genuine participation can strengthen Al governance. When designed
well, participatory mechanisms can improve accountability, legitima-
cy, and trust. They can also surface crucial, context-specific knowl-
edge from affected communities, helping policymakers and develop-
ers work toward more equitable technologies.

2 Promises made must be promises kept. Participation builds trust
when the aims of a process are clearly and honestly communicated,
followed-up on, and measured clearly.
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G/ossary of
Key Terms

Agentic Al

Al systems that pursue complex goals
with minimal human supervision. A
common example is self-driving cars,
which demonstrate both the potential
and the limits of agentic Al: they can
operate largely independently but still
rely on human oversight in high-stakes or
unpredictable situations.

Al Doomerism

The belief that advanced Al poses an
existential threat to humanity. Often
fueled by sensationalism and promoted
by Big Tech, doomerism can distract
from urgent, present-day issues around
responsible Al development.

Al Hallucination

Instances where large language models
produce incorrect, misleading, or non-
sensical outputs due to statistical errors
or biases, instead of signalling uncer-
tainty about their results.

Al Slop

A term popular in online communities for
low-quality or unwanted Al-generated
content (i.e., text, images, or other media)
often mass-produced and found across
social media and search results.

Algorithms

A set of step-by-step computational
instructions designed to solve a problem
or produce a specific outcome. In com-
puter systems, algorithms provide the
rules a machine follows to process input
and generate results.

Al Unpacked: An Accessible Guide to
Engaging Critically with Artificial Intelligence

Alignment

The process of designing Al systems so
that their goals, actions, and outcomes
remain consistent with human values and
intentions.

Artificial General Intelligence (AGI)

A theoretical form of Al that could under-
stand, learn, and apply intelligence across
any task that humans can perform. Often
linked to notions of machine sentience,
consciousness, or human-like reasoning,
AGI remains largely a concept explored in
science fiction.

Bias

An inherent, often subconscious, inclin-
ation or prejudice in human judgment
that shapes outlooks and decisions. Since
technology is created and applied by
people, human bias inevitably carries over
into the design, development, and use

of Al.

Big Tech

A collective term for the world's most
powerful technology companies (i.e.,
Meta, Amazon, Alphabet), whose vast
computing resources and data access
have shaped, and continue to shape both
the direction and nature of artificial
intelligence development.

Chatbots

Computer programs that simulate human
conversation. Modern chatbots often rely
on conversational Al and natural language
processing (NLP) to understand user

input and generate automated responses.
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https://www.ibm.com/think/topics/agentic-ai-vs-generative-ai
https://doi.org/10.1007/s41347-025-00512-3
https://arxiv.org/abs/2509.04664
https://www.nytimes.com/2024/06/11/style/ai-search-slop.html
https://mitpress.mit.edu/9780262537018/artificial-unintelligence/
https://arxiv.org/abs/2310.19852
https://mitpress.mit.edu/9780262537018/artificial-unintelligence/
https://www.tandfonline.com/doi/full/10.1080/09515089.2024.2356947
https://www.sciencedirect.com/science/article/pii/S1751157724000841
https://www.ibm.com/think/topics/chatbots

Compute

Short for ‘computing power,’ it refers to
the combination of hardware, software,
and infrastructure that powers Al sys-
tems, enabling them to process large
volumes of data, perform complex calcu-
lations, and make informed decisions.

Content Moderation

The set of governance practices that
structure participation in online spaces,
aiming to encourage cooperation while
preventing abuse. Responsibility is
typically shared between platforms and
government bodies.

Data Mining

The large-scale collection and analysis
of personal data, often by technology
companies and social media platforms,
to facilitate the commodification of user
activity and generate profit.

Data Poisoning

A cyberattack that manipulates the
training data of machine learning models
to skew their processes and outcomes.

Deepfakes

Synthetic audiovisual content generated
with machine learning that makes real
people appear to say or do things they
never did. Deepfakes are increasingly
realistic and challenging to detect.

Digital Literacy

The critical ability to understand, navi-
gate, and participate in the digital world
and its connections to everyday offline
life, developed through education and
practical experience.

Digital Rights

Protections, freedoms, and rules in digital
environments that safeguard users'
interests. They may take the form of laws,
regulations, platform policies, or com-
munity standards, much like how nation-
states protect rights in the physical world.

Al Unpacked: An Accessible Guide to
Engaging Critically with Artificial Intelligence

Digital Sovereignty

Encompasses the capacity for individuals,
organizations, or states to control their
digital assets, data, and activities, ensur-
ing independence and self-determination
in the digital sphere.

Disinformation

False content created or shared with the
intent to cause harm, whether online or in
person.

Explainability

The extent to which an Al system's
processes and decisions can be made
transparent, understandable, and trace-
able to humans, fostering trust, account-
ability, and the ability to review or contest
results.

Generative Al

A branch of artificial intelligence that
uses large language models and deep
learning to create new content, such as
images, audio, video, or code, based on
user prompts.

Guardrails

Originally referring to physical barriers
that prevent accidents, in Al, they are
built-in safeguards designed to ensure
systems operate accurately, safely,
ethically, and legally.

Human in the Loop

An approach to Al and automation that
deliberately integrates human input to
guide, improve, or correct outputs. This
framework positions Al as a complement
to human judgment rather than a replace-
ment for it.

Interoperability

Interoperability is the ability of different
technological systems to communicate,
share data, and work together seamlessly
toward a common goal. It minimizes data
friction, aligns information systems, and
prevents digital fragmentation, creating
the conditions for advanced tools like

Al and machine learning to function
effectively.
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https://carnegieendowment.org/posts/2024/04/a-primer-on-compute?lang=en
https://www.hiig.de/en/publication/algorithmic-content-moderation-technical-and-political-challenges-in-the-automation-of-platform-governance/
https://www.wiley.com/en-us/Digital+Citizenship+in+a+Datafied+Society-p-9781509527151
https://doi.org/10.1145/3627536
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3213954
http://dx.doi.org/10.1177/2042753020946291
https://platformglossary.info/digital-rights/
https://www.wiley.com/en-fr/Digital+Citizenship+in+a+Datafied+Society-p-9781509527151
https://firstdraftnews.org/long-form-article/understanding-information-disorder/
https://montrealethics.ai/wp-content/uploads/2021/02/Introduction-to-AI-Ethics-Principles-Cleber-Ikeda.pdf
https://www.ibm.com/think/topics
https://dais.ca/reports/generation-ai-safeguarding-youth-privacy-in-the-age-of-generative-artificial-intelligence/
https://hai.stanford.edu/news/humans-loop-design-interactive-ai-systems
https://doi.org/10.4337/9781803922171.00018

Large Language Models (LLMs)

Al foundation models trained on massive
datasets, enabling them to understand
and generate natural language as well

as perform a broad range of other con-
tent-based tasks.

Machine Learning

A system's ability to improve its perform-
ance on programmed or routine tasks over
time. Originating in computer science,
the term can be misleading outside the
field, as “learning” is metaphorical and
does not imply sentience or agency in
computers.

Misinformation

False content shared by someone
unaware of its inaccuracy, whether online
or in person. Unlike disinformation, it is
not intentionally spread to cause harm,
although it can lead to harmful effects
nonetheless.

Natural Language Processing

A branch of Al that enables conversational
interaction with software, powering tools
such as chatbots, translation systems,
virtual assistants, search engines, and
spam filters.

Neural Networks

Machine learning models that are struc-
tured to mimic how neurons work togeth-
er in the human brain. They process
information, weigh options, and make
decisions in ways that resemble human
cognitive functions.

Open Source

Software whose source code is publicly
available, allowing anyone to access,
modify, and share it.

Personalization

Refers to Al's ability to generate user data
profiles that enable tailored messaging,
product experiences, and marketing
content, helping organizations optimize
communication and increase engagement
with users and potential customers.

Al Unpacked: An Accessible Guide to
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Predictive Analytics

A branch of data analysis, central to
narrow Al applications, that uses sta-
tistical methods, machine learning, and
algorithms to detect patterns in historical
data to forecast future outcomes.

Privacy by Design

A framework developed by Ann Cavoukian
that embeds privacy into technologies
and systems from the outset rather than
as an afterthought. Its seven principles
include: proactive measures, privacy as
default, privacy built into design, full
functionality, end-to-end security, visibil-
ity and transparency, and user-centric
respect for privacy.

Red Teaming

A cybersecurity practice where ethical
hackers simulate authorized attacks on a
network, system, or tool to identify vul-
nerabilities, test defences, and improve
security operations.

Reinforcement Learning from Human
Feedback (RLHF)

A method for training Al systems that
incorporates human feedback to guide
and improve model behaviour. Widely
used in tools like ChatGPT, RLHF involves
training a model, collecting human prefer-
ence data, and refining the model to align
more closely with those preferences.

Risk Assessment

The process of evaluating Al systems to
identify potential harms, anticipate bias
or gaps, and mitigate unintended conse-
quences, based on the assumption that
Al carries inherent risks. Independent
risk assessments are most effective at
promoting impartiality and accountability.
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Synthetic Data

Artificially generated data that mimics
the useful characteristics of real user
data. It can be used to train or test
machine learning models and software
applications without exposing personal
information, while also helping to fill
gaps in datasets or replace outdated or
unusable historical data.

Targeted Advertising

A marketing strategy that delivers ads

to specific individuals or groups based
on personal data. Widely used by digital
platforms, it often aims to maximize user
engagement and screen time.

Token

In large language models, a token is a
small piece of text - such as a word, part
of a word, a punctuation mark, or other
character sequence - that the system pro-
cesses when generating or interpreting
language. It is worth noting that because
many tokenization systems are optimized
primarily for English, the same passage
can require substantially more tokens in
other languages, potentially increasing
cost and reducing how much text can fit
within a model’s context window.

Turing Test

A test measuring whether a machine

can exhibit human-like intelligence by
engaging in conversation indistinguish-
able from that of a human, first proposed
by Alan Turing in 1950.
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